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Introduction

This is an adaptation of the MIT Missing Semester course ma-
terial. And oh boy, we need it here in Germany as well! In the Länd
of the "Ingenieure", "Handwerk", and "Lehrlings" - we forgot the
importance of practice and mastering our tooling skills. Original course URL https://missing.

csail.mit.edu/

As a mechanical engineer by training, I have always had this
nagging feeling that something important was missing from my ed-
ucation. The more I transitioned into software engineering roles, the
more this feeling intensified. Looking at your curriculum, there is no
shortage of advanced concepts and theories to learn. This one fills
the gap that many computer science programs overlook: practical
proficiency with essential tools and workflows that every software
engineer relies on. And truth be told, Professors rely on students
having this basic proficiency already acquired, or to figure this stuff
out on their own - which is fair in academia. For me, software engi-
neering is also a practical discipline, and ought to be taught as such.
I need you to know this stuff, so it is also fair to teach it.

This course will teach you everything you need to know to
become proficient with the command line, version control systems
like Git, text editors, shell scripting, and other essential tools that
are the backbone of modern software development - in the end you
will be able to develop and deploy your software solutions. This will
make you a better software engineer, and it will make your life easier
latest when you need to go full ML Lifecycle.

https://missing.csail.mit.edu/
https://missing.csail.mit.edu/




Projektbericht

2026-05-09 · quiet orange Antilope

Real artists ship. - Steve Jobs

The Why

A lecture that teaches tools and workflows must also assess tools and
workflows. Written exams test recall; a project report tests whether
you can actually build and deploy something. Enter the Projekt-
bericht.

The Projektbericht as in the

Prüfungsordnung. The official
frame for the Projektbericht is set by the
DHBW Studien- und Prüfungsordnung
Wirtschaft, available here:

“Die zu prüfende Person soll zeigen,
dass sie in der Lage ist, Projekte oder
Studien mit wissenschaftlicher oder
praktischer Problemstellung selbst-
ständig zu bearbeiten sowie deren
Ergebnisse schriftlich zu dokumen-
tieren. Der Projektbericht soll je zu
prüfender Person in Modulen mit
fünf bis sechs ECTS-LP zehn bis
zwölf Seiten, in Modulen mit sieben
beziehungsweise acht ECTS-LP 14 bis
16 Seiten und in Modulen mit neun
beziehungsweise zehn ECTS-LP 18 bis
20 Seiten umfassen.”

Pick any block from the course and build a meaningful ex-
tension onto it. The extension should add functionality, improve
reliability, or strengthen security in a way that goes beyond what
the lecture covered. The choice is yours, but each extension must be
unique across the class: submit your proposal for approval on a first
come, first served basis with me. If your proposal strikes home with
me, we can also discuss small full stack projects, which live outside
the scope of the lecture material.

How to write the report. A practi-
cal guide for writing reports and theses
lives here.

For deeper druidic knowledge on
writing a thesis, consult here.

Submit a written report as PDF and a link to your snapshot.
The report must cover:

• Which block you chose and what it covers in the course.

• What you built on top of it, which methods, tools and techstack
you used, and why it adds value.

• Open questions and problems you encountered and how you
resolved them.

• What works, what remains incomplete, and what would you do
next.

https://www.ravensburg.dhbw.de/fileadmin/user_upload/Dokumente/Amtliche_Bekanntmachungen/2025/27_2025_Bekanntmachung_DHBW_StuPrO_Wirtschaft_inkl._2._AES.pdf
https://pages.schutera.com/
https://pages.schutera.com/
https://pages.schutera.com/HowToThesis/notes.pdf
https://pages.schutera.com/HowToThesis/notes.pdf
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Evaluation considers three dimensions: depth of the extension
beyond the lecture material, understanding demonstrated through
explanation and a VM snapshot, and quality of the writing.

Looking for inspiration? Explore
what tools modern teams actually use
here or browse the ThoughtWorks
Technology Radar here. Pick something
that excites you; the best reports come
from genuine curiosity.

https://stackshare.io
https://www.thoughtworks.com/radar/tools


Development and Production

2026-05-10 · happy pear Nachtigall

Divide and conquer.

The Why

Most software engineering curricula focus on algorithms, data struc-
tures, and the theory of computation. Writing a Python script that
runs once on a single laptop is a skill; making that script available as
a service, keeping it running, and recovering when it fails is a differ-
ent one. This course addresses the second set of skills, the tools and
workflows that sit between working code and the full stack of setting
up and maintaining a running system.

PixelWise is the narrative thread of
the entire course. Users draw a digit
on a pixelated 28×28 canvas in the
browser, the backend runs an image
classifier trained on MNIST, the model
predicts class and confidence, and
results are stored in a database.

Across ten lecture blocks we build PixelWise, a hand-
written digit recognition web application. The starting point is two
empty virtual machines; the end point is a deployed service includ-
ing a frontend, and a backend with a trained model, an API, and a
database, all running on Linux servers and connected over a network,
with version control, automated deployment, persistent storage, and
monitoring. Each tool we introduce is motivated by a specific need
that arises in the construction of a fullstack application: Pixelwise.

This enables you to deploy your own
prooducts and services in the future.Development and Production.

dev VM
Development
192.168.56.10

develop

prod VM
Production

192.168.56.11

serve

access

SSH

Figure 1: The two-machine setup.
The dev VM is where code is written
and tested; the prod VM is where the
deployed application runs. Code travels
from dev to prod through a deliberate
deployment step over SSH.

The figure shows the starting arrangement: two virtual machines
that play distinct roles throughout the course. The dev VM is the
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development environment in which code is written, modified, and
tested. The prod VM is the production environment in which the
deployed application runs. Later blocks add the backend stack, the
frontend, persistence, and automation between the two, but the sep-
aration between development and production stays intact from this
block onward.

Hands On Experience

Consider a small web application running on your laptop. A
classmate two time zones away wants to try it; you send them the ad-
dress. It works, until you close the lid to catch a train. That evening
the Wi-Fi has changed, the address is different, and the process you
started in the terminal is gone.

Count the hours your laptop is
actually reachable at a stable address.
Subtract the time it is closed, asleep,
on battery, behind a café router, or re-
booting after an update. What remains
is the service level a laptop alone can
offer.

A server is a machine whose job is to be available when no one is
watching. It stays powered on, holds a stable address, and answers
requests around the clock. Your laptop is where code is written and
changed; the server is where code meets users. Keeping these two
roles on separate machines is the first design decision of the course.

Two machines, one mental model.
dev at 192.168.56.10 stands in for your
laptop. prod at 192.168.56.11 stands in
for the always-on host. Later lectures
fill in the bridge.

This first block focuses on machines and environments rather
than on code. Before introducing a programming language, a version
control system, or a framework, we need a place which is always
up, to run programs, isolated from experiments, and a place for
development. By the end of the block you will have provisioned both
virtual machines,

• set up a server and a development machine as virtual machines on
your laptop,

• learned the subset of Linux needed to navigate a server from the
command line,

• and configured remote access over SSH using key-based authenti-
cation.
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Virtual Machines

A virtual machine is a simulated computer running inside
your real computer. The software that creates and runs virtual ma-
chines is called a hypervisor. The hypervisor partitions the host’s
CPU, memory, and disk, and presents each virtual machine with
what appears to be its own hardware. From the guest operating sys-
tem’s perspective, it is running on a physical machine.

Oracle VirtualBox Man-
ager at https://www.oracle.com/
virtualization/virtualbox/ is the
hypervisor we install on the host. Virt-
manager and VMWare serve the same
role with different trade-offs, and we
could run this course on any of them.

Hypervisors are often categorised as type 1 or type 2. A type 1

hypervisor runs directly on the hardware, with the host operating
system built into the hypervisor itself. Examples include VMWare
ESXi and Microsoft Hyper-V in its server role; cloud providers use
type 1 hypervisors to host the virtual machines you rent. A type 2

hypervisor runs as an application on top of a regular operating sys-
tem. Oracle VirtualBox Manager is a type 2 hypervisor, which is why
we can install it as a normal program on Windows, macOS, or Linux.
The conceptual model is the same in both cases; the differences are in
performance and deployment context.

Isolation is the primary reason to use a virtual machine. A mis-
configuration, an uninstalled package, or a destructive command
inside the guest does not affect the host operating system. Because
the hypervisor abstracts away the hardware, the same VM runs iden-
tically on Windows, macOS, and Linux hosts, which is the basis of
the reproducibility argument.

A snapshot captures the entire ma-
chine state at a point in time, including
disk contents, memory, and running
processes. Snapshots are inexpensive
to create and well-suited to exploratory
work; making one before a risky change
and restoring it afterwards is a standard
pattern.

There are costs. A virtual machine executes a full operating sys-
tem on top of the host, which carries a performance overhead that
is typically small for I/O-bound work and larger for CPU-bound
work. Each VM reserves some amount of RAM, disk space, and CPU
time from the host, so the number of concurrent VMs is limited by
available resources. Boot time is longer than launching an application
but shorter than booting physical hardware. These costs are the price
paid for isolation, reproducibility, and rollback.

Outside the classroom, a pro-
duction host is usually a rented or
purchased server in a data centre, and
the development machine is the laptop
or workstation in front of you. Running
both as VMs inside a single laptop is a
teaching shortcut: it preserves the two-
machine separation without asking you
to rent hardware, and everything we
learn here transfers directly when prod

is later replaced by a cloud instance
reached over the public internet.

Host-only networking puts dev and prod on a private subnet,
typically 192.168.56.0/24, that only the host and the guests can reach.
The guests get internet through a second, NAT-mode adapter, so they
can install packages without being exposed to the outside world. We
assign static IPs, 192.168.56.10 for dev and 192.168.56.11 for prod, so
that every command in the course refers to the same addresses.

https://www.oracle.com/virtualization/virtualbox/
https://www.oracle.com/virtualization/virtualbox/
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Exercise: Provisioning Virtual Machines

Exercises are for practice and rein-
forcing concepts. Work through them
yourself first, break things, discuss, this
is not a time trial. If your VM ends up
in a state you cannot recover, restore the
B1-fresh snapshot and start over. At
the end of the session, take a snapshot
named B1-complete, your safety net for
the next block.

Install the Oracle VirtualBox Manager for your host OS
with default settings, and download two Ubuntu LTS ISOs (go for
version 24.x.x if you find one): the Desktop edition for dev and the
Server edition for prod. The asymmetry is deliberate, dev carries
a graphical environment so you can run an editor and a browser
locally, while prod stays headless because a production server has no
business running a desktop. You can also decide to run dev on your
machine directly, but this is not further supported in the excercises.

Where to get them. Virtual-
Box: https://www.oracle.com/
virtualization/virtualbox/.
Ubuntu Desktop LTS ISO: https:
//ubuntu.com/download/desktop.
Ubuntu Server LTS ISO: https:
//ubuntu.com/download/server.
Pick the LTS release in both cases, not
the interim one, so support extends
across the semester. On an Ubuntu host
you can use GNOME Boxes instead:
https://apps.gnome.org/Boxes/. O n
macOS, UTM is the closest equivalent:
https://mac.getutm.app/.

Installer choices that mat-
ter: use distinct credentials per
VM, user/password on dev and
produser/prodpassword on prod. The
asymmetry is deliberate, you should
feel that logging into prod is a different
act from working on dev.

Create the dev VM in the Oracle VirtualBox Manager. Click New

and configure:

• Name dev, Type Linux, Version Ubuntu (64-bit)

• Memory at least 4096 MB, CPUs at least 2

• Hard disk at least 25 GB, VDI, dynamically allocated

Create the prod VM with the same procedure but tighter re-
sources, since it runs headless:

• Name prod, Type Linux, Version Ubuntu (64-bit)

• Memory at least 2048 MB, CPUs at least 2

• Hard disk at least 10 GB, VDI, dynamically allocated

Why the spread. Ubuntu Desktop
with GNOME wants roughly 4 GB
of RAM and 25 GB of disk to feel
responsive. Ubuntu Server has no GUI
and runs comfortably in a quarter of
that. Sized this way the pair fits inside a
6 GB / 35 GB envelope on the host.

Attach the matching ISO to each VM. VirtualBox offers an unat-
tended installation checkbox during creation, don’t select it, you want
the interactive installer. Once a VM exists, select it in the manager
and open Settings, Storage. Under Storage Devices you will see a
controller, IDE or SATA, with an Empty optical drive beneath it. Click
that Empty entry, then on the right under Attributes click the small
disc icon next to Optical Drive, choose Choose a disk file, and
pick the Desktop ISO for dev or the Server ISO for prod. Confirm
with OK, start the VM, follow the installer, when in doubt go with the
defaults and just forward-enter.

After the first boot of each VM (both dev and prod), in-
stall the OpenSSH server to enable remote access:

sudo apt update

sudo apt install openssh-server

This step is required for both Desktop and Server editions. Reboot
after installation.

Host-only network. In File, Host
Network Manager (or File, Tools,
Network Manager on version 7+), create
a host-only network if none exists,
typically 192.168.56.1/24. Disable
DHCP for this network so you can
assign static IPs manually.

https://www.oracle.com/virtualization/virtualbox/
https://www.oracle.com/virtualization/virtualbox/
https://ubuntu.com/download/desktop
https://ubuntu.com/download/desktop
https://ubuntu.com/download/server
https://ubuntu.com/download/server
https://apps.gnome.org/Boxes/
https://mac.getutm.app/
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Configure the network adapters for each VM: Select the VM
in VirtualBox Manager and open Settings, then go to the Network

section. For Adapter 1, check "Enable Network Adapter" and set it
to NAT (for internet access). For Adapter 2, select the Adapter 2 tab,
check "Enable Network Adapter," set it to Host-only Adapter, and
choose the host-only network you created.

Missing Adapter 2? Power-off the
VM, make sure you are in Expert-
mode, go to Settings, Network, select
Adapter 2, check "Enable Network
Adapter," and set it to Host-only

Adapter.

Assign static IPs inside each VM:

Open a terminal (Desktop). On
Ubuntu Desktop press Ctrl+Alt+T, or
open Activities (top-left) and type
“terminal”; press Enter. You can also
right-click the desktop and select "Open
Terminal" if the menu is present.

1. Boot the VM and log in.

2. Run ip a to list network interfaces. The host-only adapter is usu-
ally enp0s8, but confirm whether the name shows up in the out-
put.

3. Edit the Netplan config with
sudo nano /etc/netplan/00-installer-config.yaml Save and
exit nano with ( Ctrl+X, Y, Enter).

4. For dev, set the config as: For prod, use 192.168.56.11/24 in-
stead.

network:

version: 2

ethernets:

enp0s8:

addresses:

- 192.168.56.10/24

5. Apply the config with sudo netplan apply

Netplan permission warning.
Netplan will warn if a configuration
file is writable by group/others or
not owned by root. This is a security
check to avoid loading untrusted
configuration files; expected ownership
is root:root and modes such as 644 for
the YAML files.

6. Check the new address with ip a again; you should see the static
IP assigned to enp0s8.

Troubleshooting. If the interface
name is not enp0s8, use the correct one
from ip a.

Verify connectivity: On dev, run ping 192.168.56.11 to test if
prod responds. If you get no reply, double-check the Netplan con-
figuration (correct interface and address), ensure Adapter 2 is set to
Host-only in both VMs, and confirm that both VMs are running and
attached to the same host-only network.

Figure 2: ping
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Linux on the Server

Linux is a family of Unix-like operating systems built around a com-
mon kernel, first released by Linus Torvalds in 1991. A distribution
combines the kernel with a package manager, system libraries, and
user-space tools into a coherent product. Ubuntu, Debian, Fedora,
and Arch are distributions that differ in release cadence and defaults
but share most of what matters at the command line.

Ubuntu at https://ubuntu.com/ is
the distribution we use on both VMs.
Long-term support releases receive five
years of security updates, which is why
we pick the LTS ISO rather than the
latest release.

Figure 3: A running Ubuntu guest
inside the Oracle VirtualBox Manager.
The guest believes it owns a physical
machine; the hypervisor is what makes
that illusion hold.

A server in this section is a computer configured to run services
and accept connections over a network, typically without a graphical
session. You interact with it through a shell, a program that reads
commands and prints their output; the shell we use is Bash, the de-
fault on Ubuntu.

The Unix philosophy shapes the de-
sign of these tools. Each program does
one thing well, programs pass streams
of text to each other, and configuration
lives in plain files. The result is a small
vocabulary of composable commands
that combine into pipelines no single
command was designed for.

Five commands are sufficient for the first session. ls lists a direc-
tory, with -la showing permissions, ownership, and hidden files. cd
changes directory; cd .. moves up one level and cd ˜ returns home.
pwd prints the current path, mkdir creates a directory, and cat prints a
file to the terminal.

Linux is a multi-user operating system. Every file belongs
to a user and a group and carries three permission sets, for owner,
group, and everyone else. Each set independently grants read, write,
or execute access. whoami reports the current user, and ls -la shows
ownership and permissions:

-rw-r--r-- 1 user user 1234 Jan 15 10:00 config.txt

drwxr-xr-x 2 user user 4096 Jan 15 10:00 mydir/

Reading the mode string from left
to right, the first character tells you
whether it is a file or directory, then
three groups of rwx for owner, group,
others. A dash means the permission
is not granted. The leading d marks a
directory.

Two commands modify these. chmod changes permissions and
chown changes ownership:

chmod 600 ~/.ssh/id_ed25519 # owner-only read and write

sudo chown user:user file.txt # assign user and group

The principle of least privilege applies throughout the course:
grant each user, process, or service only the access it needs, so that
narrow defaults limit the blast radius of a compromise or a mistake.

https://ubuntu.com/
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Exercise: Navigating Linux

Ten-finger typing is part of the
toolchain once the terminal is your
main tool. A server has no menus,
so your throughput is bounded by
how quickly you can speak to the
shell without looking at the keys;
every hunt for a slash, tilde, or brace
is attention spent on the keyboard
instead of the problem. Ten minutes
a day at https://www.keybr.com/,
https://typing.io/, or https://
monkeytype.com/ is enough to remove
that tax over a few weeks.

This exercise turns the five commands and the permission model
into something your hands remember. You walk the directories com-
mon to every Linux system, identify yourself to the machine, and
read and change a file’s mode string. By the end, the output of ls
-la should read as a description you can speak aloud rather than a
blob of symbols.

Explore the filesystem by visiting /home, /etc, and /opt in turn
with cd and ls -la, and read two files with cat:

cat /etc/hostname

cat /etc/os-release

The filesystem as map. /home is
where users live, /etc holds config-
uration, and /opt is where PixelWise
will be installed in a later block. These
locations reflect decades of convention
you will meet on every Linux machine;
knowing them lets you locate things by
instinct.

Create a workspace and check that you are where you think you
are:

mkdir ~/workshop && cd ~/workshop

pwd

touch notes.txt

rm notes.txt

pwd is a reassurance command. When something does not behave
as you expect, asking the shell where it thinks it is usually explains
the problem faster than re-reading the error.

Understand who you are and look at the permissions on your
new file:

whoami

id

ls -la notes.txt

Decode the first column of ls -la against the margin note on
mode strings from the theory above. Name aloud what each of the
ten characters means; if you can do that without looking, permissions
have stopped being mysterious.

Change the mode and watch it:

chmod 600 notes.txt

ls -la notes.txt

A thought experiment on least

privilege. Your user account can
read /etc/os-release but cannot
edit /etc/ssh/sshd_config without
sudo. Why does that separation exist,
and what would change if the web
service we deploy in a later block ran
as root? Name one file an attacker
who compromised such a service could
reach that a non-root service could not;
the mental habit matters more than the
exact file.

The next exercise will require 600 on your SSH private key, or
OpenSSH refuses to use it; you have now seen what 600 looks like
and why ownership matters.

https://www.keybr.com/
https://typing.io/
https://monkeytype.com/
https://monkeytype.com/
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SSH, the Only Door

SSH, the Secure Shell, is a protocol for operating a remote ma-
chine from a terminal over an encrypted channel. In the setup used
in this course, SSH is the only means of access to the prod VM: there
is no graphical login and no console attached. Misconfiguring SSH
can lock a user out of the machine, which is why key material and
the daemon’s configuration are treated carefully in the exercises.

OpenSSH at https://www.openssh.
com/manual.html is the implementation
shipped with Ubuntu and most other
Linux distributions. The client on dev

and the daemon on prod are both part
of this project.

The basic command takes the form ssh <username>@<host>; for
example, ssh produser@192.168.56.11 opens an encrypted con-
nection to the server as the produser account. All input and output
travel through this channel until the session is closed with exit or
Ctrl+D.

PuTTY at https://www.putty.org/ is
a legacy SSH client for Windows, from
the years before OpenSSH shipped
with the operating system. Windows 10

and later include ssh.exe natively, so
PuTTY is rarely necessary; you may still
encounter it in older tutorials and on
locked-down corporate machines.

VS Code Remote-SSH at https:
//code.visualstudio.com/docs/

remote/ssh runs the editor locally
while the language server, terminal,
and file system live on the remote host.
It reads ˜/.ssh/config and reuses the
same keys as the ssh command, so any
host you can reach with ssh user@host

is one click away inside the editor.

Password-based authentication is vulnerable to guessing,
brute-force attacks, and phishing. SSH supports an alternative in
which the user presents a cryptographic key pair. The private key
is kept on the client and never transmitted; the public key is placed
on the server. During authentication the server issues a challenge
that only the holder of the private key can answer, proving identity
without the key itself ever leaving the client.

Ed25519 keys use elliptic-curve cryp-
tography and produce shorter keys
than the older RSA algorithm while
providing comparable or stronger se-
curity. They are the default choice on
modern SSH clients.

Generate an Ed25519 key pair on dev:

ssh-keygen -t ed25519 -C "you@example.com"

The command writes the private key id_ed25519 and the public
key id_ed25519.pub to ˜/.ssh/. The private key must have permis-
sions 600, owner-only read and write, or SSH refuses to use it.

Copy the public key to the server:

ssh-copy-id produser@192.168.56.11

Managing private keys. Private
keys live in ˜/.ssh/ on the machine
that initiates connections, protected
by filesystem permissions and, when
generated with a passphrase, by sym-
metric encryption. ssh-agent holds
the decrypted key in memory for the
session so the passphrase is typed once
per login. Password managers such as
KeePass at https://keepass.info/ or
1Password can store the passphrase
and, with their SSH-agent integrations,
supply the key to ssh without writing
it to disk in plaintext. Keys are never
synced to cloud storage in the clear, and
a separate key pair per machine keeps
the blast radius of a compromised
laptop local.

This appends the key to ˜/.ssh/authorized_keys. Subsequent
connections authenticate using the key pair and do not prompt for a
password.

Once key authentication is verified, password authentication
can be disabled on the server. Edit /etc/ssh/sshd_config to set
PasswordAuthentication no, then restart the daemon:

sudo systemctl restart ssh

https://www.openssh.com/manual.html
https://www.openssh.com/manual.html
https://www.putty.org/
https://code.visualstudio.com/docs/remote/ssh
https://code.visualstudio.com/docs/remote/ssh
https://code.visualstudio.com/docs/remote/ssh
https://keepass.info/
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After this change, password-based login attempts are rejected be-
fore credentials are even evaluated, which eliminates brute-force and
credential-stuffing as viable attacks against the machine. The exercise
introduces nano as a terminal editor and systemctl as the interface
to the systemd service manager, both of which return throughout the
course.
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Exercise: SSH and Key-Based Access

This exercise walks through three states of remote access in order:
password login, key-based login, and password login disabled. The
point is not the commands but to recognise which state you are in at
any moment and why each is stronger than the last.

First, log in with a password. From dev, open a session to prod:

ssh produser@192.168.56.11

Type your password, look around briefly, and log out with exit.
This is the baseline. Every later step is interpretable as an upgrade
over this state.

Generate a key pair on dev and install it on prod:

ssh-keygen -t ed25519 -C "you@example.com"

ssh-copy-id produser@192.168.56.11

What just happened.
ssh-copy-id appended the con-
tents of id_ed25519.pub on dev to
˜/.ssh/authorized_keys on prod. At
the next connection the daemon issued
a challenge that only the private key
on dev could answer; no secret material
ever left the client. Seeing your public
key in a readable file anchors the whole
exchange to something concrete.

Reconnect with ssh produser@192.168.56.11 and notice the pass-
word prompt is gone. Log in and inspect what ssh-copy-id wrote
for you:

cat ~/.ssh/authorized_keys

Nuke the machine. From prod, run
sudo rm -rf / to delete all files on the
machine. Restore from the snapshot.

Run prod without GUI. In future
run prod headless without GUI from
the VirtualBox Manager. You can still
log in with SSH and run commands,
but there is no desktop to interact with.
This is how a real production server
works.

Disable password authentication. Edit /etc/ssh/sshd_config
with sudo nano, set PasswordAuthentication no, and restart the
daemon:

sudo systemctl restart ssh

sudo systemctl status ssh

The status output should show active (running). If it does not,
keep your current session open and fix the configuration before log-
ging out; a locked-out VM is rescued by restoring the snapshot, not
by wishful thinking. From a machine without the key, the daemon
now rejects the attempt without even asking for a password.

Take a snapshot of both VMs once everything works, naming
them B1; this is your known good state for the rest of the course.
Then deliberately break something inside a VM, watch the fallout,
and restore the snapshot. You now have physical evidence that the
safety net holds.

A note on what comes next. The
commands you ran in this session
are reproducible but not yet repro-
duced. You ran them in a terminal, they
worked, and they are gone. In the next
block we place them under version con-
trol and turn the sequence into a script
that any future VM can run end to end,
without you remembering anything.



development and production prof. dr.-ing. mark schutera 21

Self-Reflection and Recap

Self-Reflection Questions which can guide your thoughts during
and after the exercises:

• Why do we use two separate machines instead of running every-
thing on one?

• Why is disabling password authentication a stronger protection
than picking a longer password?

• What does the principle of least privilege mean in the context of
file ownership, and where did it show up in today’s workshop?

• If your laptop died tomorrow, how much of today’s setup could
you reproduce, and what would you lose?

• Which of the five Linux commands do you still have to look up,
and which one surprised you?

• How does the two-machine model map to a real cloud deployment
with staging and production? How is our development machine
different from staging?

Recap of Key Concepts:

• Virtual machines isolate experiments from the host and make
snapshots a first-class safety net.

• The two-machine architecture separates development from pro-
duction at the hardware level.

• Files on Linux carry owners, groups, and three sets of permissions,
and chmod and chown manage both.

• SSH is the only door into the server, and key-based authentication
replaces passwords with cryptography that cannot be guessed.

Without shipping anything yet,
we already have two machines that
talk to each other, a secure door, and a
known good state to fall back on.

Teaser. You and a classmate both
want to improve PixelWise at the same
time. How do you work on the same
codebase without overwriting each
other’s changes, review what the other
person did, and merge the results
safely?

Milestone. So far, we own the machine. The next step is to own
the way we build software on it. In the next chapter we introduce Git
and GitHub: not just a version history, but the collaboration layer that
lets a team branch, review, and merge work in parallel. It is the tool
that turns two developers editing the same file from a disaster into a
workflow. ‚





Version Everything: Git & GitHub

2026-05-09 · vibrant kiwi Reiher

Git a Life.

The Why

PixelWise needs to live on two ma-
chines. Right now there is no reliable
way to move code from dev to prod

and keep both in sync. Git gives us
exactly that: a shared history that either
machine can pull from, so deploy-
ment becomes a deliberate, testable,
repeatable step instead of manual file
copying.

Block 1 gave us two machines and a way to reach one from the
other. We can write code on dev and, eventually, deploy it to prod.
But nothing yet records what changed between deployments, who
changed it, or how to undo a mistake. The moment two people touch
the same file, the same function, or one experiment needs to coexist
with another, the workflow breaks down entirely.

Version control solves an entire family of problems at once. It
records every change with a message, a timestamp, and an author, so
the full history of a project is always available. It lets you return to
any previous state in seconds, turning risky experiments into cheap,
reversible ones.

Parallel development becomes natural. Multiple people work
on the same codebase without overwriting each other’s changes. A
new feature, a bug fix, and a refactor can all proceed simultaneously
on isolated branches and be integrated later with explicit, reviewable
merge steps.

Downtime shrinks as a direct consequence. Developers merge
through a guided review step that catches conflicts and errors before
they reach main, deploying only code that has already been inte-
grated and verified. When something still slips through, you can roll
back to the last known-good state in a single command instead of
debugging under pressure while users wait.

Combined with a hosting platform like GitHub, version con- GitHub: https://github.com

trol becomes the backbone of code review, continuous integration,

https://github.com
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issue tracking, and project management, built around the software
development process.

Hands On Experience

Consider this scenario: you and a classmate are both improving
the PixelWise classifier. You rewrite the data loader; your classmate
changes the model architecture. You each work on your own laptop
for a few hours, then try to combine the results. Without a system
for tracking changes, combining means copying files back and forth,
comparing line by line, and hoping nothing was lost. Worse still, if
both of you would have worked on the same machine, overwriting
each others files as you go.

Every team that ships software uses
version control. It is not an optional
workflow preference; it is the infrastruc-
ture that makes collaborative, iterative
development possible at any scale. As
projects grows, interface contracts, clear
agreements on inputs, outputs, and re-
sponsibilities between components, will
become increasingly important. Version
control lays the foundation by making
every change visible and reviewable, so
contracts can be enforced rather than
assumed.

Git is that system. It tracks exactly what changed in every file,
when, and by whom. It lets you branch off to try an idea, or build a
feature without disturbing stable code, merge branches back together
with full visibility into conflicts, and review each other’s contribu-
tions before they reach the shared codebase. The design principle is
simple: never lose work, and never wonder what happened.

This second block introduces Git and GitHub as the version con-
trol layer for PixelWise. By the end you will have

• understood the Git data model and why it makes history tamper-
proof,

• practised the staging workflow of editing, staging, and committing
changes,

• created branches, merged them, and resolved conflicts,

• pushed code to a remote repository on GitHub and collaborated
through pull requests,

• and configured SSH-based authentication so Git operations are
seamless from both VMs.
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Optional Exercise: Catch Up to Block 1’s End State

This block builds on the state at the end of Block 1: Two virtual ma-
chines, dev and prod, with key-based SSH from dev to prod and
password authentication disabled. If you joined late or your VMs are
in an unknown state, restore the snapshots rather than redoing every
prior exercise.

Snapshot map. B1-complete is the
snapshot taken at the end of Block 1

on both VMs. From Block 2 onwards,
repository state is also versioned with
Git tags, the first being v0.1 at the end
of this block.

Restore the snapshot. Open VirtualBox Manager, select the dev

VM, and restore the B1-complete snapshot. Then select the prod VM
and restore its B1-complete snapshot as well. Both machines now sit
at the exact state in which Block 1 ended.

Verify the network and SSH. From a terminal on dev, confirm
that prod is reachable and that the key-based login still works:

ping -c 3 192.168.56.11

ssh produser@192.168.56.11

The ping should succeed and the SSH login should complete with-
out a password prompt. If either fails, replay Block 1’s networking
and SSH exercises before continuing.

Without a snapshot. If you never
took B1-complete, replay the Block 1

exercises end to end: Provisioning
the two VMs, configuring host-only
networking with static IPs, generating
an Ed25519 key on dev, copying it to
prod with ssh-copy-id, and disabling
password authentication on prod’s sshd.

You are now at the state where Block 1 ended, with both VMs
aligned, ready to start Block 2.
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The Git Data Model

Git is not a backup tool. It is a content-addressable filesystem
with a version history layered on top. Understanding the data model
makes every command intuitive. Git was created by Linus Torvalds

in 2005 to manage the Linux kernel
source code. It is now the de facto
standard for version control in software
development.

Git: https://git-scm.com/
Pro Git book (free): https://git-scm.

com/book/en/v2

Blob A file’s contents, stored by its SHA-1 hash. The name is irrele-
vant; only the content matters.

Tree A directory listing: maps filenames to blobs (files) or other trees
(subdirectories).

Commit A snapshot of the entire project at a point in time. Contains:
a pointer to the root tree, the author, a timestamp, a message, and
a pointer to the parent commit(s).

Branch A lightweight, movable pointer to a commit. main is a branch.
Creating a branch is instantaneous; it just creates a new pointer.

HEAD A pointer to the branch you are currently on. When you
commit, HEAD moves forward.

Every commit is identified by a SHA-1 hash, a 40-character hex-
adecimal string like a3f2b7c.... This hash is computed from the
commit’s contents. If anything changes, even a single character in a
single file, the hash changes. This makes Git history tamper-proof.

Data hygiene follows directly from the data model. Because Git
stores every version of every blob permanently, committing a large
dataset means carrying it in the repository history forever, even
if you delete the file later. A 500 MB training set committed once,
modified twice, and then removed still occupies 1.5 GB of history.
Repositories should contain code, configuration, and small metadata
files. Large or frequently changing binary assets, datasets, and model
weights do not belong in Git.

Dedicated tools fill the gap. Git LFS
replaces large files with lightweight
pointers. Hugging Face Hub hosts
datasets and model weights with built-
in Git LFS. DVC tracks data pipelines
and links datasets to experiments.
Weights & Biases versions datasets
alongside experiment logs.

Git LFS: https://git-lfs.com
Hugging Face Hub: https:

//huggingface.co

DVC: https://dvc.org
W&B: https://wandb.ai

The .gitignore file, covered in its own subsection below, is the
practical mechanism for keeping these artefacts out of the repository.

https://git-scm.com/
https://git-scm.com/book/en/v2
https://git-scm.com/book/en/v2
https://git-lfs.com
https://huggingface.co
https://huggingface.co
https://dvc.org
https://wandb.ai
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Exercise: Setting Up Git and the Repository

At the end of the sessions, take
a snapshot named B2-complete, your
safety net for the next block.

Create a GitHub account if you do not have one. Then open a
terminal on the dev VM.

Opening a terminal on Ubuntu.
The fastest way is the keyboard shortcut
Ctrl+Alt+T, which launches the default
terminal emulator. Alternatives: press
the Super key (the Windows key) and
type “terminal”, or right-click on the
desktop and choose “Open Terminal”.
Inside a terminal you can open another
tab with Ctrl+Shift+T and a fresh
window with Ctrl+Alt+T again.

Install Git. Ubuntu does not ship with Git by default, so install it
through the package manager. It does not matter which directory you
run this in, apt installs system-wide:

sudo runs the command with admin-
istrator privileges, which apt needs to
write to system directories. You will be
asked for your password the first time.
apt update refreshes the package index
so you get the current version; apt
install -y installs without prompting
for confirmation.

sudo apt update

sudo apt install -y git

git --version # confirm the install succeeded

Configure your Git identity:

git config --global user.name "Your Name"

git config --global user.email "your@email.com"

Generate an SSH key. SSH keys authenticate you to GitHub from
the command line, replacing the password prompt on every push
and pull. Before generating, check whether a key already exists so
you do not overwrite one you rely on for another server:

ls ~/.ssh/

Rings a bell? You generated an
id_ed25519 key in Block 1 to log in to
the prod VM without a password. That
same key is sitting in ~/.ssh/ now,
which is exactly why ls matters before
the next step: accepting the default path
would overwrite the production key
and lock you out of the server.

If you see a file called id_ed25519, that path is already in use.
Either reuse it for GitHub as well, or generate a new key under a
distinct filename so both keep working. Otherwise, generate the
default key pair on the dev VM:

Multiple SSH keys? If you keep one
key for production servers and another
for GitHub, tell SSH which to use for
each host with an ~/.ssh/config entry:

Host github.com

HostName github.com

User git

IdentityFile

~/.ssh/id_ed25519_github

IdentitiesOnly yes

Then chmod 600 ~/.ssh/config.
Without IdentitiesOnly, SSH may of-
fer the wrong key first and GitHub will
reject the connection after a handful of
auth failures.

ssh-keygen -t ed25519 -C "your@email.com"

The tool prompts for a file location. If ~/.ssh/id_ed25519 does
not yet exist, press Enter to accept the default; if it does, type a dis-
tinct path such as ~/.ssh/id_ed25519_github so the existing key
is preserved. It then prompts for a passphrase, optional but recom-
mended, it encrypts the private key on disk so a stolen key file is not
immediately usable.

Add the public key to GitHub. Print it to the terminal and select
the entire output, beginning with ssh-ed25519 and ending with the
comment:

cat ~/.ssh/id_ed25519.pub
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In GitHub, navigate to Settings, then SSH and GPG keys, then
New SSH key. Give it a recognisable title like pixelwise-dev-vm so
you know which machine it belongs to, paste the public key into the
Key field, and save.

What did just happened?
ssh-keygen created two files in ~/.ssh/.
id_ed25519 is the private key: never
share it, never commit it, never copy
it to another machine without good
reason. id_ed25519.pub is the public
key, safe to share, this is the file you
paste into GitHub. The -t ed25519 flag
picks a modern signature algorithm;
the -C comment labels the key so you
can recognise it later when you have
several.

Test the connection:

ssh -T git@github.com

The first time, SSH asks whether to trust GitHub’s host fingerprint.
Type yes. If the key is set up correctly, GitHub responds with Hi

<username>! You’ve successfully authenticated, but GitHub

does not provide shell access. The message about shell access
sounds like an error but is the intended response: GitHub only al-
lows Git operations over SSH, not interactive shells.

Initialise the PixelWise repo on the dev VM. Pick a stable work-
ing directory, your home folder is the natural place, so the project
does not get lost in /tmp or buried under Downloads: cd ~ jumps to your home directory

from anywhere. pwd prints the current
path so you can confirm where you
are before running git init. Avoid
initialising a repo inside /tmp, on a
mounted USB drive, or inside another
existing Git repository.

cd ~ # start from your home directory

mkdir pixelwise && cd pixelwise

pwd # confirm: /home/<user>/pixelwise

git init

Write a README.md with a one-line project description.
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The Staging Workflow

The napkin cycle as easy as it gets:
git pull

git add <files>

git commit -m "..."

git push

Pull the latest changes, stage your
work, commit it, push it. Every other
command is a variation on this loop.

Git has three areas:

• Working directory The files on disk. What you edit.

• Staging area What you have marked for the next commit. A delib-
erate selection.

• Repository The committed history. Permanent, immutable snap-
shots.

The core commands: Write commit messages in the im-
perative mood: “Add classifier mod-
ule” not “Added classifier module.”
The message completes the sentence
“This commit will . . . ”. Keep the
first line under 72 characters. For
a gallery of how not to do it, visit
https://whatthecommit.com.

git status # what changed? what is staged?

git add file.py # stage a file for the next commit

git add . # stage everything (use with care)

git commit -m "message" # commit the staged changes

git diff # unstaged changes vs last commit

git diff --staged # staged changes vs last commit

git log # show commit history

git log --oneline # compact view: one line per commit

When to commit? Commit when
you have completed one logical change:
a bug fix, a new function, a config
update. If you struggle to write a short
commit message, you probably changed
too many things at once. If you go
hours without committing, you are
accumulating risk. Small, frequent
commits make history useful; large,
rare commits make it a wall of text.
(\ /)

(O.o)

(> <) Bunny approves these changes.

The .gitignore File

Not everything belongs in version control. The .gitignore

file tells Git which files and directories to exclude from tracking:

# Python
__pycache__/

*.pyc

.venv/

# Secrets

.env

# Data and models (too large, reproducible)

data/

models/*.pkl

# Editor files

.vscode/

*.swp

https://whatthecommit.com
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This includes all credentials: API keys, database passwords,
webhook secrets, tokens for AI services. These live on the server in
environment variables or protected configuration files, never in the
repository. A leaked production database password or API key can
be exploited within minutes by automated scanners. Git history is permanent. A secret

committed once is leaked forever,
even if you delete the file in a later
commit. The old commit still contains
it. .gitignore is your first line of
defence.
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Exercise: Staging, Committing, and .gitignore

Write a .gitignore. Create a .gitignore file that excludes Python
caches, virtual environments, secret files, dataset directories, model
checkpoints, and editor files. Verify it works: create a file called
scratch.pyc, run git status, and confirm Git does not list it. Then
remove the test file.

Make your first commit. Stage and commit README.md and
.gitignore:

git add README.md .gitignore

git commit -m "Add project README and .gitignore"

Run git log to see your first commit. Run git status to confirm
the working directory is clean.

The habit to build: after every
commit, run git status and git

log --oneline to confirm what just
happened. It takes two seconds and
prevents surprises.
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Branching and Merging

Branches let you work on ideas in isolation. The main

branch is the stable baseline. Feature branches diverge, evolve, and
merge back when ready.

git branch # list branches

git branch feature-x # create a new branch

git checkout feature-x # switch to it

git checkout -b feature-y # create and switch in one step

git branch -d feature-x # delete after merge
Delete branches after merging. Stale
branches accumulate fast and make
git branch unreadable. If the branch is
merged, it is safe to delete; the history
lives on in main.

When the feature is ready, merge it back and clean up:

git checkout main

git merge feature-x

git branch -d feature-x

Merge Conflicts

A merge conflict occurs when two branches changed the same
line in the same file. Git cannot decide which version to keep, so you
must resolve it manually. Edit the file to keep the correct version

and remove the markers. Then stage the
resolved file with git add file.py and
commit with git commit -m "Resolve

merge conflict in file.py".
Git marks the conflict in the file. The block between «««< HEAD

and ======= is what the current branch has; HEAD always means “the
commit you are on right now.” The block between ======= and »»»>

feature-x is what the incoming branch has.

<<<<<<< HEAD

result = model.predict(x)

=======

result = classifier.classify(x)

>>>>>>> feature-x
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Exercise: Branching, Merging, and Conflicts

Create a feature branch and make a change to README.md:
Editing files in the terminal.
nano README.md opens the file in a
simple terminal editor. The bar at the
bottom of the screen lists the shortcuts,
where ˆ stands for the Ctrl key: Ctrl+O
writes the file to disk, Ctrl+X exits,
and Ctrl+G shows full help. Vim and
VS Code over Remote SSH work just as
well if you prefer them.

git checkout -b feature-readme

nano README.md # add a project description line

git add README.md

git commit -m "Add project description to README"

Switch back to main and edit the same line differently:

main or master? Older Git versions
called the default branch master.
Since 2020, the convention has shifted
to main, and GitHub creates new
repositories with main by default. If
git checkout main reports that the
branch does not exist, run git branch

to see what your repo actually calls
it. To bring an existing repository in
line with the new convention, rename
in place with git branch -m master

main, then set the default for future git

init runs with git config --global

init.defaultBranch main.

git checkout main

nano README.md # edit the same line, but differently

git add README.md

git commit -m "Add alternative description to README"

Merge and resolve the conflict. Now merge the feature
branch and observe the conflict:

git merge feature-readme

Git reports a conflict and pauses the merge. Open README.md with
nano README.md. You will see a block that looks like this:

<<<<<<< HEAD

... your text on main

=======

... text from feature-readme

>>>>>>> feature-readme

git status during a merge. While
the merge is paused, git status

reports “You have unmerged paths”
and lists every file with conflict markers
still in it. Run it any time to remind
yourself which files still need to be
resolved before you can finish the
merge.

HEAD marks the version sitting on the branch you are currently on,
in this case main. The lines after ======= are what feature-readme is
bringing in. Choosing the correct version means deciding what the
file should look like once both changes are reconciled. You have three
options: keep only the HEAD side, keep only the incoming side, or
write a merged version that combines parts of both. Then delete all
three marker lines, «««< HEAD, =======, and »»»> feature-readme, so
the file contains only the resolved content. Save with Ctrl+O and exit
with Ctrl+X, then complete the merge:

git add README.md

git commit -m "Resolve merge conflict in README"

Verify with git log --oneline --graph that both branches are
now integrated.
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Tags

A tag marks a point in history that matters: a release, a
milestone, a known-good state.

git tag v0.1 # lightweight tag

git tag -a v0.1 -m "initial setup" # annotated tag (preferred)

git push --tags # push tags to remote
Lightweight tags are just a name
pointing to a commit. Annotated tags
store the tagger, date, and message; use
them for releases. We tag v0.1 today;
the tag becomes meaningful when you
look back at it in Block 8.

tig is a terminal-based Git browser
that makes it easy to navigate commits,
branches, and tags on a headless
Ubuntu machine. Install with sudo apt

install tig.
https://jonas.github.io/tig/

Semantic versioning gives tag names a shared meaning. A ver-
sion number follows the pattern MAJOR.MINOR.PATCH. Increment
PATCH for bug fixes that do not change behaviour, MINOR for new
features that remain backwards-compatible, and MAJOR when you in-
troduce breaking changes. A jump from v1.2.3 to v1.3.0 tells users
that something was added but nothing they depend on was removed.
A jump to v2.0.0 warns them to check for incompatibilities.

Semantic Versioning: https://semver.
org

Exercise: Tags and History Browsing

Tag the release. Mark this point in history:

git tag -a v0.1 -m "initial server setup"

Why no git push yet? Tags live
locally until you push them. We have
not configured a remote yet, that
happens in the next exercise. Once
the remote exists, git push --tags

ships every local tag to GitHub, where
it appears under the repository’s
“Releases” tab.

Verify the tag exists with git tag -l and inspect it with git show

v0.1.

Install tig, a terminal-based Git browser:

sudo apt install -y tig

tig

Navigate the commit history and find your tag. Press q to quit.
VS Code can also browse Git history
visually. Open the PixelWise folder via
code . or Remote SSH, then use the
Source Control panel and the GitLens
extension to explore commits, branches,
and tags with a graphical interface.

https://jonas.github.io/tig/
https://semver.org
https://semver.org
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Remotes and GitHub

git clone <url> # copy a remote repo locally

# fork: copy repo to your GitHub account (GitHub UI, not a git command)

git remote add origin git@github.com:user/pixelwise.git

A remote is a copy of your repository on another machine, usually
GitHub.

Clone and fork are two ways to start from an existing repository.
A fork is a GitHub concept, not a Git command. It creates a full

copy of someone else’s repository under your own GitHub account.
You clone your fork locally, work on it freely, and propose changes
back to the original via a pull request. Forking is the standard work-
flow for contributing to open-source projects where you do not have
write access to the original repository. GitHub is not Git. Git is the version

control system; GitHub is a hosting
platform that adds pull requests, issues,
CI/CD, and collaboration features on
top of Git. Alternatives include GitLab
and Bitbucket.

GitHub: https://github.com/
GitHub Docs: https://docs.github.

com/

git clone copies a remote repository to your local machine, keep-
ing the original as the origin remote. You can pull updates and, if
you have permission, push changes back.

Pull Requests

Push sends your local commits to the remote. Until you push, your
work exists only on your machine.

Fetch does the opposite: it downloads new commits from the re-
mote but leaves your working directory untouched, so you can in-
spect what changed before merging.

Pull combines fetch and merge in one step, updating your local
branch to include the remote’s latest commits.

git push -u origin main # push and set upstream

git pull # fetch + merge from remote

git fetch # fetch without merging

The -u flag links your local branch to the remote branch. After
running git push -u origin main once, Git remembers the connec-
tion and future git push and git pull work without specifying the
remote or branch.

A pull request is a proposal to merge a branch into another
branch, typically a feature branch into main. It is the standard mech-

https://github.com/
https://docs.github.com/
https://docs.github.com/
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anism for code review: your changes are visible, reviewable, and
discussable before they become part of the main codebase.

Pull requests and CI. Because a PR
represents a well-defined set of changes
that has not yet reached main, it is the
ideal moment to run a test suite, a
linter, or any other check automatically.
If the tests fail, the merge is blocked
and main stays healthy. We will wire
up this automation in a later block; for
now, recognise that the PR is where
human review and machine verification
meet.
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Exercise: Remotes, Push, and Clone

Connect to GitHub. Create a repository on GitHub, add it as
a remote, push the commits, then push the tag you created in the
previous exercise:

Replace user with your GitHub

username. The user placeholder
in the remote URL is just a stand-in.
Substitute your own GitHub handle,
the one shown in your profile URL
at github.com/<your-handle>, so the
URL points at the repository under
your account. The same goes for the
git clone URL on the server below.
Pushing to a user/pixelwise that you
do not own will fail.

git remote add origin git@github.com:user/pixelwise.git

git push -u origin main

git push --tags

Verify on GitHub that your commits, .gitignore, and the v0.1 tag
under the “Releases” tab are all visible.

Clone to the server. SSH into the server and clone PixelWise to
its permanent home:

SSH into prod again. From the dev

VM, open a session to prod the same
way you did in Block 1:

ssh produser@192.168.56.11

The key-based login from Block 1 is
still in place, no password should be
required. Once you are on prod, the
prompt changes to produser@prod, and
the commands below run on the server.
Type exit when you are done to return
to dev.

sudo mkdir -p /opt/pixelwise

sudo chown produser:produser /opt/pixelwise

git clone https://github.com/user/pixelwise.git /opt/pixelwise

Why HTTPS on prod, SSH on dev?
dev pushes commits back to GitHub,
so it needs the SSH key you registered
earlier. prod only ever pulls, it is a
deployment target, never an authoring
machine. HTTPS clone of a public
repository requires no key, no token, no
extra setup, which matches how real
deployment servers usually have read-
only access to the source repository. If
your repository is private or you later
need to push from prod, generate a
second SSH key on prod and register
it on GitHub the same way you did on
dev.

PixelWise now lives on both machines. Run git log --oneline on
the server to confirm the full history arrived.
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Self-Reflection and Recap

Reflection questions:

• Why does changing a single character in a file produce a com-
pletely different commit hash?

• What is the difference between git add and git commit, and why
does Git separate the two steps?

• When would you use a branch instead of committing directly to
main, and what happens when a merge produces a conflict?

• Why should you never commit .env files or API keys, and what
is the role of pull requests in catching mistakes before they reach
main?

• Why does PixelWise use SSH keys rather than passwords for Git
operations across both VMs?

Milestone: Your project lives on GitHub with a README, a
.gitignore, and a tagged release. The server has the repo cloned
at /opt/pixelwise. Both machines share the same history. In the next
block we turn the manual package installs into a reproducible setup
script and tackle dependency management.
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Works on my machine.

The Why

Block 2 left us with a PixelWise repository on GitHub and a server
that has Git and Python installed. Both machines share the same his-
tory, both can pull from origin, and the workflow that moves code
between them is in place. What is still missing is the layer beneath
the code: the system packages, the language runtime, the libraries,
and the secrets your application reads (installed or provisioned by
setup-server.sh and recorded in .env/.env.example).

PixelWise now lives on GitHub and
on both machines, but the reposi-
tory contains only README.md and
.gitignore. Before we can write ap-
plication code, we need a reproducible
way to install everything the project
depends on, so that dev and prod stay
in sync without human memory. Use
setup-server.sh to provision system
packages and the runtime, and keep
secrets and runtime configuration in
.env.example (copied to .env).

Kaltstart Capabilities, Your colleague clones the repository,
runs the code, and immediately hits an Error. You installed a pack-
age with a specific version months ago and forgot. They did not. The
remainder of the day is spent debugging an artefact of the install his-
tory rather than contributing real valeu to the program itself. At the
end of this third block we want any fresh VM to go from empty to
ready to code with a small, fixed sequence of commands. The two
halves of that sequence are the load-bearing idea of the chapter: sys-
tem packages on one side, Python packages on the other, version
controlled in different files.

system layer
setup-server.sh

apt packages

Python layer
requirements.txt

pip inside .venv/

ready VM
PixelWise can run

Figure 4: Two layers, two files.
setup-server.sh provisions the op-
erating system; requirements.txt pro-
visions Python inside an isolated virtual
environment. Together they reconstruct
the environment from scratch on any
fresh VM. System packages, the things
you install with apt, are captured in
a shell script called setup-server.sh.
Python packages, the libraries your
application imports, are captured in
requirements.txt and installed inside
an isolated virtual environment. The
two files are committed to Git, run on
either machine, and produce identi-
cal environments without any further
intervention.
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Hands On Experience

Consider this scenario: you hand your PixelWise repository to a
classmate at the end of the day. They clone it, type python3 train.py

without running the provisioning script setup-server.sh, and im-
mediately hit ModuleNotFoundError: No module named ’sklearn’.
You tell them to install scikit-learn. They do, but they get version
2.0 while you wrote the code against 1.4. The training script crashes
with a different error. By the time the original problem is fixed, a few
hours are gone and neither of you has touched the actual code nor
added any value.

The two-command promise. A
well-managed project lets any new
developer go from clone to running
code with two commands: create the
virtual environment and install from a
pinned requirements file. No guessing,
no mails or messages asking “which
version of numpy do I need?” This
block is what makes that promise hold.

Reproducible projects do not require remembering, asking, or
guessing. The exact set of packages, the exact versions, the exact
configuration contract, are written down once, committed to Git, and
replayed on any machine that has the script and the file.

Outside the classroom, the same
files are how cloud deployment works
in practice. A continuous-integration
runner clones the repository, exe-
cutes the setup script (for exam-
ple, setup-server.sh), installs from
requirements.txt, and runs the tests.
The reproducibility you build for two
VMs scales without modification to a
hosted server, a colleague’s laptop, or a
CI runner you have never seen.

This third block introduces dependency management and project
structure for PixelWise. By the end you will have

• captured system-level setup in a reproducible shell script,

• created and activated a Python virtual environment,

• installed packages with pip and pinned them in requirements.txt,

• separated secrets from code using .env and .env.example,

• scaffolded the PixelWise project directory,

• and audited your dependencies for known security vulnerabilities.
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Optional Exercise: Catch Up to v0.1

Catching up via the reference tag. From this block onwards,
the GitHub repository is the safety net. The course maintains a public
reference repository at https://github.com/schutera/pixelwise
with a tag at the end of every block. v0.1 marks the end of Block 2;
v0.2 will mark the end of this block. If you joined late, missed
Block 2, or your repository has drifted from a known good state,
reset to the previous tag rather than redoing every prior exercise.

Tag map. v0.1 is the end of Block 2,
v0.2 is the end of this block, v0.3 the
end of Block 4, and so on. Every tag is
a complete, runnable state of PixelWise.
Browse them at https://github.com/
schutera/pixelwise/tags.

The model: pull from schutera/pixelwise, push to your own
<you>/pixelwise. The reference repository is read-only for you;
the place you commit to is your personal copy on GitHub. The steps
below assume nothing from Block 2 is in place, so the exercise is fully
self-contained.

Create an empty pixelwise repository on GitHub under
your own account. Log in to GitHub, click New repository, name
it pixelwise, and leave it empty, no README, no .gitignore, no
licence, since the push step below will populate it. Without this
repository the git remote set-url URL points at a path GitHub
cannot find, and the first push reports does not appear to be a git

repository.

Restore B1-complete on dev so you start from the same baseline
as everyone else, with Ubuntu installed and the user account in place
but nothing on top.

Install Git, configure your identity, and generate a sepa-
rate SSH key for GitHub on the fresh VM. B1-complete predates
Block 2, so the new VM has no git binary and no Git config. It does
already have ~/.ssh/id_ed25519 and ~/.ssh/id_ed25519.pub from
Block 1, the key pair you use to log in to prod. The -f flag below
writes the new key to a distinct path, so the existing prod-login key
files stay byte-for-byte intact on disk and your password-less SSH
into prod keeps working:

sudo apt update && sudo apt install -y git

git config --global user.name "Your Name"

git config --global user.email "your@email.com"

ssh-keygen -t ed25519 -C "your@email.com" \

-f ~/.ssh/id_ed25519_github

ls -l ~/.ssh/id_ed25519*
cat ~/.ssh/id_ed25519_github.pub

https://github.com/schutera/pixelwise
https://github.com/schutera/pixelwise/tags
https://github.com/schutera/pixelwise/tags
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Sanity check. ls -l should now
list four files under ~/.ssh/: the
id_ed25519 pair from Block 1 and
the id_ed25519_github pair you just
generated. If the Block 1 files are miss-
ing, you accepted the default path
during ssh-keygen and overwrote the
prod key. Restore B1-complete and
rerun the step with the -f flag.

Add the key to GitHub. Copy the
entire ssh-ed25519 ... line printed by
cat ~/.ssh/id_ed25519_github.pub,
go to Settings, then SSH and GPG keys,
then New SSH key on GitHub, give it a
title like pixelwise-dev-vm, and paste.

Tell SSH which key to use for github.com. With two keys
in ~/.ssh/, SSH may offer the prod-login key first and GitHub au-
thenticates you as the wrong account, or fails outright. Worse, if
ssh-agent has already cached the prod-login key, it gets offered be-
fore any IdentityFile on disk, and the symptom is a misleading
git@github.com:<you>/pixelwise.git does not appear to be a

git repository. Open (or create) ~/.ssh/config in nano and add an
entry that pins the GitHub key to github.com and bypasses the agent
for that host:

nano ~/.ssh/config

Paste the following block at the end of the file, save with Ctrl+O,
then exit with Ctrl+X:

Host github.com

HostName github.com

User git

IdentityFile ~/.ssh/id_ed25519_github

IdentitiesOnly yes

IdentityAgent none

Lock down the file permissions. SSH refuses to read config if it
is world- or group-readable, so tighten it to the owner only:

chmod 600 ~/.ssh/config

Why IdentityAgent none?
IdentitiesOnly yes alone tells ssh

to ignore extra agent keys, but in
practice some agent setups still offer
them first. IdentityAgent none is the
belt-and-braces fix: for connections to
github.com, skip the agent entirely and
read the key from the file you named,
period. Other hosts, including prod,
are unaffected and still use the agent
normally, so password-less SSH into
prod keeps working.

Already polluted the agent? If
you ran ssh-add earlier in the session
and ssh-add -l now lists more than
one key, drop them all from the agent
and reload only the GitHub key:

ssh-add -D

ssh-add ~/.ssh/id_ed25519_github

ssh-add -D only forgets the keys held
in agent memory; the files in ~/.ssh/

are not touched. Re-add the prod key
later with ssh-add ~/.ssh/id_ed25519

when you next log in to prod if you
prefer not to retype the passphrase.

Run the verification handshake. The first SSH connection to
GitHub asks you to confirm GitHub’s host fingerprint and writes it
into ~/.ssh/known_hosts:

ssh -T git@github.com

Type yes when prompted to trust the fingerprint. GitHub then
answers Hi <you>! You’ve successfully authenticated, but

GitHub does not provide shell access. The shell-access line
sounds like an error but is the intended response: GitHub allows
Git operations over SSH, not interactive shells.

Catch-up procedure on dev. With the empty repository in place
and the key registered, clone the reference repository, rewind main to
the v0.1 tag, point origin at your own empty repository, and push:
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cd ~

git clone https://github.com/schutera/pixelwise.git

cd pixelwise

git reset --hard v0.1

git remote set-url origin \

git@github.com:<you>/pixelwise.git

git push -u origin main

git push --tags

Why reset --hard? The clone lands
you on the reference repository’s cur-
rent main, which is ahead of v0.1. git
reset --hard v0.1 moves your local
main back to the tagged commit, dis-
carding the later ones, so the working
tree matches the end-of-Block 2 state ex-
actly. There is no work to lose because
you have not committed anything yet.

Mirror it on prod. By the end of Block 2, PixelWise also lived
on the production VM at /opt/pixelwise. Restore B1-complete on
prod as well, install git, then clone the reference repository to its
permanent home and rewind main to v0.1:

sudo apt update && sudo apt install -y git

sudo mkdir -p /opt/pixelwise

sudo chown produser:produser /opt/pixelwise

git clone https://github.com/schutera/pixelwise.git \

/opt/pixelwise

cd /opt/pixelwise

git reset --hard v0.1

No SSH key on prod. prod only ever
pulls; it never pushes, so an HTTPS
clone of a public repository is enough
and no SSH key needs to be registered
with GitHub. Skip the ssh-keygen

ceremony you just did on dev. If your
repository is private, or you later need
to push from prod, generate a separate
key on prod and add it to GitHub the
same way.

Already have a fork? If
your own fork already carries
the v0.1 tag, swap the URL for
git@github.com:<you>/pixelwise.git

on dev and the HTTPS equivalent on
prod, so push and pull continue to
target your account rather than the
reference repo.

You are now at the state where Block 2 ended, with both VMs
aligned, ready to start Block 3.
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The Setup Script

Provisioning a server is the act of turning a freshly installed
operating system into one that can run your application. So far it has
been done by typing sudo apt install commands at the prompt
and reading their output. That works for one-time setups, it does not
scale. Software is meant to be scaled.

Configuration management is a
whole discipline that grew from this
small itch. Ansible, Salt, and Puppet
declare the desired state of a machine
in a structured format and reconcile the
live system to match. setup-server.sh
is the entry-level version: a script you
can read end to end. The principle is
the same.

Ansible: https://docs.ansible.com/

The setup script is a plain Bash file that captures every apt install

the project needs. It lives in the repository alongside the code and is
run on any fresh VM to bring it up to speed:

#!/bin/bash

# setup-server.sh: provision a fresh server VM

set -euo pipefail

sudo apt update

sudo apt install -y git python3 python3-pip \

python3-venv curl

The shebang line #!/bin/bash

tells the kernel which interpreter to
use when you run the file directly.
Without it, the file is read as a sequence
of commands by whichever shell
happens to invoke it, which on Ubuntu
is usually dash, not Bash, and the two
differ in subtle ways that surface only
when something breaks.

The first line of the body, set -euo pipefail, makes the script
fail loudly. -e aborts on the first error, -u aborts on an undefined
variable, and -o pipefail propagates a failed command in the mid-
dle of a pipeline rather than letting a successful command later on
mask it. Half-configured machines are a common cause of mysteri-
ous bugs; the four-character preamble eliminates most of them.

Idempotence is the property that
running a script twice yields the same
result as running it once. apt install

is idempotent by default: an already-
installed package is a no-op. So re-
running is always safe, and the script
can be used to fix a machine that has
drifted.

Mark it executable and run it:

chmod +x setup-server.sh

./setup-server.sh

See how version control already pays off. The script is com-
mitted to Git, so when the VM is rebuilt or a new team member joins,
bash setup-server.sh reproduces the exact same environment. The
commands you typed once are written down where the next person
can find them.

https://docs.ansible.com/
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Exercise: The Setup Script

With the setup script motivated above, put it on the dev VM.
At the root of the PixelWise repository, that is ~/pixelwise/ where
you ran git init in Block 2, create a file called setup-server.sh that
captures the system packages installed manually in Block 2:

Why at the repo root? Provision-
ing is a project-wide concern, not the
responsibility of any single subdirec-
tory, so setup-server.sh sits next to
README.md and .gitignore where any-
one cloning the repository will spot it
immediately. Open the file with nano

~/pixelwise/setup-server.sh or your
editor of choice and paste the contents
below.

#!/bin/bash

set -euo pipefail

sudo apt update

sudo apt install -y git python3 python3-pip \

python3-venv curl

(Optional) Try it on a fresh VM.
The real test of the script is on a ma-
chine that has not seen the commands
yet. A second prod VM, restored from
the B1-complete image, clones the
repository, runs bash setup-server.sh,
and provisions end to end without you
typing a single apt install.

Mark it executable and run it. On a machine that already
has the packages, every apt install is a no-op; the script reports
nothing to do, which is the desired outcome of an idempotent provi-
sioning step:

chmod +x setup-server.sh

./setup-server.sh

Commit it. This is the first file that makes provisioning repro-
ducible:

git add setup-server.sh

git commit -m "Add server provisioning script"

git push
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Virtual Environments

A virtual environment is an isolated Python installation. Each
project gets its own set of packages, independent of every other
project and of the system Python. The mechanism is local: a direc-
tory, by convention called .venv/, that holds an interpreter, a copy of
pip, and every library the project depends on. Activating the envi-
ronment rewrites your shell’s PATH so that python and pip resolve to
the local copies.

python3 -m venv .venv

source .venv/bin/activate

Why isolation? Project A needs
numpy==1.24; project B needs
numpy==2.0. Without per-project en-
vironments, one of them breaks the
moment the other is installed. With vir-
tual environments, both coexist on the
same machine and make it easy for you
to switch between projects seamlessly.

The directory is large and machine specific, often 50 to 200 MB.
Thus it is listed in .gitignore: never commit it. A teammate clones
the repository, creates their own .venv, installs from requirements.txt,
and ends up with the same packages without ever copying the binary
contents.

Verify the switch. After activation, which python should report
a path inside .venv/bin/, and pip list should show only pip and
setuptools:

which python

# /home/user/pixelwise/.venv/bin/python

pip list

# Package Version

# ---------- -------

# pip 24.0

# setuptools 69.5.1

A fresh environment starts empty. Every package you install from
this point is tracked and intentional. deactivate returns the shell to
the system Python.

The data science ecosystem often
uses conda instead of venv. Conda
manages both Python packages and
system-level libraries like CUDA or
MKL, which makes it popular for GPU
workflows. For web projects, venv is the
lighter and more standard choice.

Conda: https://docs.conda.io/

The rule is simple: every project gets its own .venv. Activate it
before you work; deactivate when you are done. The one-time cost is
a directory and a command; the ongoing benefit is never debugging a
version conflict between two unrelated projects on the same laptop.

https://docs.conda.io/
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Exercise: The Virtual Environment

With the rationale for isolation in mind, create one on the
dev VM, inside the PixelWise repository:

cd ~/pixelwise

python3 -m venv .venv

source .venv/bin/activate

Notice the prompt change. After
activation, your shell prompt usually
gains a (.venv) prefix to remind you
which environment is active. If you
ever wonder whether you are inside the
project’s environment, the prompt is the
first place to look; which python is the
second.

Verify the switch. which python should print a path inside
.venv/bin/. pip list should show only pip and setuptools:

which python

pip list

A fresh environment is empty by design. The next exercise fills it
with intent.

Add the environment to .gitignore. The .venv/ directory
must never be committed. Open the .gitignore from Block 2 and
confirm .venv/ is listed; if not, add it now. You will notice that cur-
rently we ignore *.py python files, but in future you do not want to
ignore those, so remove that line:

.venv/

Read the diff. git diff .gitignore

shows what you added compared to the
Block 2 version. Reading the diff before
committing is the habit that catches
accidental changes early; running it
once now is muscle memory you will
reuse every day for the rest of the
course.

Run git status. The only change shown should be the .gitignore

edit itself, even though .venv/ sits right next to it on disk with hun-
dreds of files inside. That silence is .gitignore doing its job: the
absence of .venv/ in the output is the demonstration, not a missing
piece.

Commit the change. With the diff read and git status clean of
surprises, record the update so the next exercise starts from a known
state:

git add .gitignore

git commit -m "Ignore .venv/ and stop ignoring *.py"

git push
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Managing Packages with pip

pip is the package installer for Python. It downloads packages
from PyPI, the Python Package Index at https://pypi.org/, and
installs them into the active environment. The core cycle has three
commands:

pip install scikit-learn joblib python-dotenv

pip freeze > requirements.txt

pip install -r requirements.txt

The three packages. scikit-learn
provides the classifier PixelWise will
train and serve. joblib saves and loads
trained models to disk as .pkl files.
python-dotenv reads .env files into
environment variables so secrets stay
out of code.

Read these three lines as a con-
tract. The first installs into the envi-
ronment. The second writes a snapshot
of it to a text file. The third recon-
structs the same environment from
the file on any machine. Together they
are the reproducibility layer for your
programming environment.

pip install downloads each named package and its dependencies
and places them in .venv/. pip freeze prints every installed package
with its exact version, including transitive dependencies you never
asked for directly. pip install -r reads such a file and installs ev-
erything in it, the step that turns a captured environment back into a
live one.

Anatomy of requirements.txt

One package per line, pinned to an exact version:

scikit-learn==1.4.0

joblib==1.3.2

python-dotenv==1.0.1

Version specifiers. == pins exactly,
>= sets a floor, ˜= allows patch updates:
˜=1.4.0 means >=1.4.0, <1.5.0.
For maximum reproducibility, pin
everything with ==. Looser specifiers
are appropriate for libraries that other
projects depend on, which is not where
most of your work lives.

Semantic versioning: https:
//semver.org

Pinning matters because packages are a moving target. A pack-
age you install today as numpy>=1.24 may resolve to 1.27 tomorrow,
with new features added, new behaviour, new bugs, and possibly
new security advisories. Packages are software, and they are subject
to change; just the same as your own project. Pinning to ==1.24.3

freezes the resolution and makes switching to newer versions a delib-
erate act.

Security auditing. Your depen-
dencies have their own dependencies,
and any of them can harbour known
vulnerabilities. pip-audit checks ev-
ery installed package against the CVE
database: pip install pip-audit

&& pip-audit. Run it after every pip

freeze. In Block 8 we wire it into a cron
job so vulnerabilities surface without
human labor.
pip-audit: https://github.com/

pypa/pip-audit

Dependabot: https://docs.github.
com/en/code-security/dependabot

Count what pip freeze writes. Three direct installs typically
produce twenty or more lines, the rest are transitive dependencies
pulled in automatically. The flatness is the point: every package that
has to be present for the project to work is listed, even the ones you
never typed. The cost is that the file is hard to read; the benefit is that
it captures exactly what is on disk.

https://pypi.org/
https://semver.org
https://semver.org
https://github.com/pypa/pip-audit
https://github.com/pypa/pip-audit
https://docs.github.com/en/code-security/dependabot
https://docs.github.com/en/code-security/dependabot
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Exercise: Pinning Dependencies and pip-audit

With pip as the package installer and requirements.txt as

the captured environment, put both to work. With the virtual
environment active, install the three direct dependencies PixelWise
needs in this block:

pip install scikit-learn joblib python-dotenv

Freeze the environment into a pinned requirements file:

pip freeze > requirements.txt

Open requirements.txt and inspect. Note the pinned versions
and the transitive dependencies that were pulled in automatically.
Count how many lines pip freeze produced compared to the three
packages you installed directly; the gap is the dependency graph
working invisibly.

The habit to freeze and commit:
after installing or upgrading any
package, immediately run pip freeze

> requirements.txt and commit the
change. Stale requirements files are the
most common cause of “works on my
machine” incidents.

Audit the dependency graph. Install pip-audit and run it
against the active environment:

pip install pip-audit

pip-audit

Inspect the output. What is a CVE? What would you do if a critical
vulnerability were reported in one of your dependencies?

(Optional) Read one CVE. Pick
any advisory pip-audit reports, click
through to the CVE record, and read
the description, the affected versions,
and the fixed version. Practising this
once now makes the production re-
sponse straightforward when an alert
fires under time pressure.

Commit the requirements:

git add requirements.txt

git commit -m "Pin core Python dependencies"
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Configuration: .env and python-dotenv

Separating configuration from code is a foundational princi-
ple. Configuration is anything that varies between development, stag-
ing, and production: API keys, database URLs, feature flags, debug
settings. Code is the part that does not change between deployments. The Twelve-Factor App: https://

12factor.net/

python-dotenv: https://github.com/
theskumar/python-dotenvA .env file holds key-value pairs that your application reads at

startup:

SECRET_API_KEY=my-actual-secret-key-here

DEBUG=true

In Python, python-dotenv loads the file into process environment
variables, after which the standard os.getenv reads them:

from dotenv import load_dotenv

import os

load_dotenv()

api_key = os.getenv("SECRET_API_KEY")

debug = os.getenv("DEBUG", "false").lower() == "true"

A file for convenience. Envi-
ronment variables can be exported
manually, set inline before a command,
or supplied by the systemd service
file we install in Block 5. A .env file
is the development-time convenience
that mirrors the production-time
mechanism: same names, same shape,
different source.

The .env.example Pattern

The real .env contains real secrets, so it must never be committed.
.env.example is the contract: it lists which variables exist, explains
what each one is for, and provides a safe placeholder. The example
file is committed and public. The filled contracts live on the respec-
tive machines and stays out of Git.

# API key callers must send in the X-API-Key header

# (a secret, never a real value here)

SECRET_API_KEY=replace-me

# Debug mode: when true, FastAPI shows /docs and full

# error tracebacks. Never true in production.

DEBUG=true
The pattern grows block by block.
Every new service we add, the API
key in Block 5, the database URL in
Block 6, the model path in Block 4,
lands in .env.example as a new line
with a comment explaining its purpose.
A teammate cloning the repository six
weeks from now sees the full surface of
the application’s configuration in one
file.

On first setup create your actual .env by copying .env.example

and replacing each placeholder with a real value. The contrast is im-
mediate: one is the template, the other is a vault for your secrets.

https://12factor.net/
https://12factor.net/
https://github.com/theskumar/python-dotenv
https://github.com/theskumar/python-dotenv
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Exercise: Configuration and Secrets

With .env and .env.example as the contract for separating
configuration from code, draft both files. Create .env.example at the
repository root with two entries:

# API key (secret, never a real value here)

SECRET_API_KEY=replace-me

# Debug mode (never true in production)

DEBUG=true

The naming convention is upper-
case identifiers with underscores.
Environment variables are case sensitive
on Linux but case insensitive on parts
of Windows; convention picks the form
that works everywhere.

Create your real .env by copying the example and replacing the
placeholder with a value you choose:

cp .env.example .env

Edit .env so SECRET_API_KEY holds a value of your own choosing.
Make sure to add .env to .gitignore if it is not already there, then
Run git status and confirm that .env does not appear.

If .env appears in git status, the
.gitignore entry is missing. Add it
now and verify again before committing
anything. A secret committed once is
in the history forever, even if the next
commit deletes it.

Commit the example only:

git add .env.example .gitignore

git commit -m "Add .env.example and update .gitignore"

The contrast is immediate. The example is now public, the real
values stay on the machine.
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Exercise: Replicate on the Server

The reproducibility promise is verifiable only by running the
recipe on a different machine. SSH into the prod VM, pull the latest
code, and recreate the environment from the two files you commit-
ted:

ssh produser@192.168.56.11

cd /opt/pixelwise

git pull origin main

bash setup-server.sh

python3 -m venv .venv

source .venv/bin/activate

pip install -r requirements.txt

Why origin main? After the catch-up
reset --hard v0.1, prod’s local main
may have lost its upstream tracking,
in which case bare git pull asks you
to specify a branch. Naming origin

main explicitly sidesteps that. To restore
the tracking once and let plain git

pull work afterwards, run git branch

--set-upstream-to=origin/main.

Watch the install output. pip
resolves the dependency graph from
the lock-shaped requirements.txt and
downloads each package at the pinned
version. The output you see on prod

should match the output you saw on
dev the first time you ran pip install;
if it does not, something has drifted.

Verify the audit on prod:

pip-audit

The same advisories should appear as on dev. Identical inputs,
identical outputs. This is what reproducibility looks like in practice.

From this block onwards, the
GitHub repository is the single source
of truth. prod only ever pulls; it never
authors. A git pull on prod should
always be the deployment step, never a
place to make edits.
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Optional: When requirements.txt Starts to Hurt

pip freeze > requirements.txt captures everything: your direct
dependencies and all their transitive dependencies, flattened into one
list. Six months later you want to upgrade one package: which of
those forty-seven packages did you deliberately install, and which
were pulled into that list automatically? Without that distinction,
every upgrade is a guessing game. Solving dependency conflicts
becomes a nightmare and quickly feels like brute-force.

Tools like uv and poetry use the
project-file model and are fast be-
coming the standard. Once the
requirements.txt workflow is sec-
ond nature, this is the upgrade that
makes dependency management sane
at scale.

Python Packaging User Guide: https:
//packaging.python.org/en/latest/

uv: https://docs.astral.sh/uv/
Poetry: https://python-poetry.org/

pyproject.toml solves this by separating “what you depend on”,
your direct deps loosely pinned, from “what gets installed”, a gener-
ated lock file with the full resolved graph. Upgrades become surgical:
bump one line, regenerate the lock, done.

[project]

name = "pixelwise"

version = "0.1.0"

dependencies = [

"scikit-learn>=1.4",

"joblib>=1.3",

"python-dotenv>=1.0",

]

Compare this to requirements.txt: the project file lists only what
you chose to install, with flexible version bounds. The tool resolves
the full dependency graph and writes a lock file that pins every tran-
sitive dependency exactly. You commit both files; the lock file is your
reproducibility guarantee and the project file is your editable surface.

# to upgrade a single package and update lock:

poetry update <package>

We stay with requirements.txt

through the rest of the course because
it is the format every Python developer
recognises and the only one some
hosting environments still accept.
The reasoning generalises: when an
upgrade is available, learn the workflow
beneath it before adopting the tool that
abstracts it away.

https://packaging.python.org/en/latest/
https://packaging.python.org/en/latest/
https://docs.astral.sh/uv/
https://python-poetry.org/
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Optional: The Container Alternative

Virtual environments isolate Python packages. Contain-
ers isolate the entire operating system: libraries, system packages,
Python version, environment variables, even the filesystem layout.
Where requirements.txt specifies which Python packages to install,
a Dockerfile does the whole stack in layers: This Linux image, install
these system packages, then install these Python packages.

Docker and Docker Compose solve
the reproducible environment problem
at the OS level rather than at the Python
level. This course teaches the virtualenv
path to keep the OS layer visible and
learnable. Later Docker enables you to
run Linux containers under Windows
as well. Docker is the natural next step
after this course; it does not replace any
of what you learn here, it builds on it.

Docker: https://www.docker.com/
Docker docs: https://docs.docker.

com/get-started/

A minimal Dockerfile for a Python service looks much like the
two scripts you are about to write, compressed into a single declara-
tive file:

FROM python:3.12-slim

WORKDIR /app

COPY requirements.txt .

RUN pip install -r requirements.txt

COPY . .

CMD ["python", "main.py"]

The result is a self-contained unit that runs identically on any
machine with Docker installed. The trade is opacity: when something
fails inside a container, the layers between your code and the kernel
multiply, and debugging across them requires familiarity with the
layer above and below.

Why we hold off. The OS layer
is the layer most students are least
exposed to. Containers hide it before
students have seen it. By the end of
this course you will have provisioned,
deployed, and monitored a service
on bare Ubuntu; lifting that into a
container at that point is mechanical,
and you will know exactly what each
line of the Dockerfile means.

We do not use Docker in this course, but you should know
it exists and why teams adopt it. The vocabulary, image, container,
registry, layer, volume, recurs in any later production work; the next-
block decisions in this course translate to it directly.

A note on what comes next. The repository now has a scaffold,
pinned dependencies, and a provisioned server, but no application
code. app/ is an empty Python package waiting for content. In the
next block we drop a trained model into models/, write the inference
layer in app/classifier.py, and verify end to end that PixelWise can
classify a digit before any API or frontend exists.

https://www.docker.com/
https://docs.docker.com/get-started/
https://docs.docker.com/get-started/
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Self-Reflection and Recap

Self-Reflection questions to guide your thoughts during and after
the exercises:

• Why do we use a virtual environment instead of installing pack-
ages system-wide?

• What is the difference between .env and .env.example, and why
do we need both?

• What does pip freeze capture that you did not explicitly install,
and why does it matter?

• If a colleague clones your repository, which two commands do
they run to get a working environment?

• What is the risk of committing .env to Git, even briefly, and what
would the recovery look like?

• Why does the course teach virtual environments before containers,
even though many production systems use containers?

Recap of key concepts:

• setup-server.sh captures system-level provisioning so any fresh
VM can be brought up with a single command.

• Virtual environments isolate Python packages per project; never
install globally.

• requirements.txt pins every dependency so both machines run
identical code.

• .env.example documents the configuration contract; .env holds
the real values and never enters Git.

• pip-audit catches known vulnerabilities in the dependency graph
and runs anywhere a Python environment lives.

Without writing application

code yet, we already have a repro-
ducible system on both machines.
Anyone with the repository and the
script can reach the same starting line.

Teaser. What does it take to turn a
trained model file into something the
rest of the application can call?

Milestone. PixelWise has app/, data/, models/, a virtual en-
vironment, pinned dependencies, a setup script, and a minimal
.env.example. The .gitignore is doing real work. Anyone who
clones the repository can recreate the environment in a handful of
commands. The next chapter integrates a trained machine learning
model so the project can actually classify a digit.





Integrate the Model

2026-05-09 · hopeful nectarine Specht

Train hard, ship easy.

The Why

Block 3 left us with a reproducible environment on both machines.
The virtual environment is ready, the dependencies are pinned, the
project foundation is in place. A foundation that would work for
all sorts of different projects by the way. Let’s get our project some
specific functionality.

We build PixelWise. This block is the first that produces applica-
tion logic in the form of a neural network, in the following referred to
as model. We assume the model is already trained and available, and
our task is to integrate it into the codebase and make it callable.

input
(28,28) uint8

binarise
+ flatten

model
.pkl

predict
_proba

result
dict

Figure 5:
The inference pipeline for one im-

age: the caller binarises a raw (28,28)

uint8 array at threshold 128 and flat-
tens it into a (1,784) row vector before
feeding it to the loaded .pkl model.
The model’s internal Binarizer is a re-
dundant idempotent guard on already-
binarised input, and predict_proba

turns the result into a dictionary of
class scores.

The gap between a trained model and a working system

is larger than most students expect. A .pkl file sitting in a folder
is not a product. It needs to be loaded safely, called with the exact
input format it was trained on, and wrapped in an interface the rest
of the application can depend on, suffice to say validated. The perfect
mdoel however, is not useful if it is not integrated into the system, so
it can be exposed and put to work.
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Hands On Experience

Consider this scenario: a colleague hands you a trained model
file and a one-line note, "ship it". This block teaches you how to, and
why you should, ask the right questions to your colleague.

Verification and validation are
two different questions. Verification
asks whether the system was built
right: does the integration return what
the model is trained to produce, with
the expected shape, dtype, and class
set? Validation asks whether the right
system was built: is this model the right
choice for the problem in the first place
and is the performance sufficient? This
block is squarely about verification.
Validation belongs to pre-integration.

This fourth block integrates a trained model into PixelWise and
builds the inference layer. By the end you will have

• understood what a model file is and why it is not source code,

• loaded the model safely, learned about and verified its class con-
tract at startup,

• implemented a batch-first inference interface in app/classifier.py,

• written a smoke test that proves the integration honours the con-
tract,

• and read the canonical model card alongside your introspection
output to verify the contract.
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Optional Exercise: Catch Up to v0.2

Catching up via tag. This catch-up extends the one in Block 3. If
you have not yet done the Block 3 catch-up, do that first: it sets up
your GitHub repository, SSH key, Git identity, and remote URL, and
lands you at v0.1, the end-of-Block 2 state. The exercise here picks
up from there and rewinds to v0.2, the end-of-Block 3 state, so you
arrive at the starting point this block expects: a provisioned VM with
the virtual environment, pinned dependencies, and .env.example in
place.

Tag map. v0.2 marks the end of
Block 3, v0.3 will mark the end of this
block. Browse the full set at https://
github.com/schutera/pixelwise/tags.

Two layers to restore. Block 3 produced both Git-tracked files
(setup-server.sh, requirements.txt, .env.example, plus an up-
dated .gitignore) and unversioned state (system apt packages, the
.venv/ directory, real .env values). git reset --hard v0.2 restores
the first; the second has to be reproduced by replaying Block 3’s
setup commands. Both VMs need both layers, so run the sequence
below on each.

Run the same sequence on both VMs. Rewind the repository to
v0.2, reinstall system packages, recreate the virtual environment,
reinstall pinned dependencies, and copy .env.example to .env.
The dev sequence runs in ~/pixelwise; the prod sequence is iden-
tical except the directory is /opt/pixelwise and you reach it via ssh

produser@192.168.56.11 first. The exact commands are in the mar-
gin.

Sequence on dev.

cd ~/pixelwise

git fetch origin --tags

git reset --hard v0.2

bash setup-server.sh

python3 -m venv .venv

source .venv/bin/activate

pip install -r requirements.txt

cp .env.example .env

Then edit .env with real values.

Sequence on prod.

ssh produser@192.168.56.11

cd /opt/pixelwise

git fetch origin --tags

git reset --hard v0.2

bash setup-server.sh

python3 -m venv .venv

source .venv/bin/activate

pip install -r requirements.txt

cp .env.example .env

You are now at the state where Block 3 ended, with both machines
aligned, ready to start Block 4. Did you realize how seamless this
was, that is thanks to our solid git practices, and our dependency and
setup scripts.

https://github.com/schutera/pixelwise/tags
https://github.com/schutera/pixelwise/tags


60 full stack handwerk prof. dr.-ing. mark schutera

What a Model File Actually Is

A .pkl file is a build artefact, not source code. You distribute
it; you do not commit it to your repo. Just as a compiled binary is
produced by a compiler, a model file is produced by a training script.
The training script and its configuration is the source of truth: It
takes data, runs an algorithm, and writes weights, hyperparameters,
and any preprocessing into a single serialised object.

Training from scratch every

time is unrealistic. Even our small
classifier takes seconds; a production
scale model takes days of GPU time
and terabytes of data. The training team
tunes, the inference team integrates,
and the artefact is the contract between
them.

Versioning makes that contract durable. Files carry a ver-
sion in the filename or in metadata shipped alongside. A retrain on
more data bumps the patch version; an architecture change or a dif-
ferent class set bumps the major version. Integration code pins to
a specific version and updates deliberately, the same discipline you
would apply to any external API. Open source tooling that automates
this includes DVC for git-style data and model tracking, MLflow
and ClearML as self-hostable experiment registries, Aim as a lighter-
weight tracker, and the Hugging Face Hub itself, which is free for
public repositories and versions every push as a git revision.

Pulling a model from the Hub.
from huggingface_hub import

hf_hub_download

path = hf_hub_download(

repo_id="distilbert-base-uncased",

filename="model.safetensors",

revision="v1.0",

)

Hugging Face is the GitHub of models. The Hugging Face
Hub at https://huggingface.co hosts hundreds of thousands of
public model repositories, each with versioned weights, a model
card describing it. Downloading a specific revision is a one-line call
against the huggingface_hub library. The same workflow runs against
private repositories with a token, which is how many companies
share proprietary models internally. For this course the artefact lives
in the course-maintained model repository at https://github.com/
schutera/pixelwise-model, with a tagged release per model version
and the model card sitting next to it.

The training script train.py lives
in the course pixelwise-model repo
alongside the artefact it produces, not
in PixelWise. The artefact and the script
that produced it travel together, so
any consumer of a tagged release can
audit how that exact .pkl came to be.
Students who want to understand how
the artefact was produced can run it:
MNIST downloads automatically via
sklearn.datasets.fetch_openml, and
training takes ∼30 seconds on CPU.
Further reading on training practices:

Karpathy, A Recipe for Training
Neural Networks:
https://karpathy.github.io/2019/

04/25/recipe/

Google, Rules of Machine Learning:
https://developers.google.

com/machine-learning/guides/

rules-of-ml

Loading a .pkl from an untrusted source can execute

arbitrary code. pickle and joblib deserialise objects by recon-
structing them, including any code embedded in the file. This is con-
venient when you produced the file yourself; it is dangerous when
the file came from somewhere you do not control. Treat .pkl files the
way you treat executables: only run what you trust.

https://dvc.org
https://mlflow.org
https://clear.ml
https://aimstack.io
https://huggingface.co
https://github.com/schutera/pixelwise-model
https://github.com/schutera/pixelwise-model
https://karpathy.github.io/2019/04/25/recipe/
https://karpathy.github.io/2019/04/25/recipe/
https://developers.google.com/machine-learning/guides/rules-of-ml
https://developers.google.com/machine-learning/guides/rules-of-ml
https://developers.google.com/machine-learning/guides/rules-of-ml
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Exercise: Pull the Model into Dev

The course artefact. at https://
github.com/schutera/pixelwise-model

digit_classifier_v1.pkl is a Logisti-
cRegression pipeline trained on MNIST
digits 1 to 9 (9 classes, ∼54,000 training
samples, public domain). Class 0 is in-
tentionally held back; students can add
it later as a v2 release without collecting
any new data.

Treat the model artefact as something you load, not some-
thing you commit to PixelWise. The course hosts the model pkl as a
tagged release in the central pixelwise-model repo; you pull it into
models/ of the main project, you do not redistribute it.

Why pull from a separate repo?
The model has its own release cadence
and its own contract. Pinning a specific
tag in PixelWise’s .env makes the inte-
gration explicit: a v2 only takes effect
when the integration code chooses to.
The optional exercise at the end of the
block walks through publishing your
own v2 to a fork of the model repo.

Pin the model version in PixelWise. Add to .env.example so
others know which release the integration expects, and .env so your
code knows:

MODEL_REPO=https://github.com/schutera/pixelwise-model.git

MODEL_VERSION=v1.0

Teach setup-server.sh to fetch the model. Pulling the arte-
fact by hand once is fine for understanding what happens; encoding
the same steps in setup-server.sh means that re-running the script
on prod, on a fresh VM, or after a snapshot restore brings the model
back without any extra commands. Open setup-server.sh in nano
and append a model-pull block after the existing apt install lines:

nano setup-server.sh

Add the following at the bottom of the file, save with Ctrl+O, and
exit with Ctrl+X:

Why all the guards? The if [

-f .env ] check lets the script run
on a VM that has not yet been con-
figured (for example, immediately
after the Block 3 catch-up). The rm

-rf /tmp/pixelwise-model before git

clone keeps the script idempotent: a
leftover temp directory from a previ-
ous run does not block the next one.
Together these turn the model pull into
a re-runnable provisioning step rather
than a one-shot command.

# Pull the pinned model artefact

if [ -f .env ]; then

set -a; source .env; set +a

if [ -n "${MODEL_REPO:-}" ] && \

[ -n "${MODEL_VERSION:-}" ]; then

mkdir -p models/

rm -rf /tmp/pixelwise-model

git clone --depth 1 --branch "$MODEL_VERSION" \

"$MODEL_REPO" /tmp/pixelwise-model

cp /tmp/pixelwise-model/*.pkl models/

cp /tmp/pixelwise-model/MODELCARD.md models/

rm -rf /tmp/pixelwise-model

fi

fi

If digit_classifier_v1.pkl

appears in git status, your
.gitignore from Block 3 needs an
update. Add models/*.pkl on its own
line and rerun git status. A model file
accidentally committed once is in the
history forever, even if the next commit
deletes it.

Run the updated script on dev:

bash setup-server.sh

ls models/

git status

https://github.com/schutera/pixelwise-model
https://github.com/schutera/pixelwise-model
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Confirm the artefact loads in a Python shell on dev:

source .venv/bin/activate

python3

>>> import joblib

>>> model = joblib.load("models/digit_classifier_v1.pkl")

>>> type(model)

If joblib.load returns a Pipeline object without raising, the arte-
fact is sitting at models/digit_classifier_v1.pkl on your dev VM,
ready to be scrutinised next.

Commit the script and .env.example, then mirror the change to
prod:

git add setup-server.sh .env.example

git commit -m "Pull model artefact in setup-server.sh"

git push

ssh produser@192.168.56.11

cd /opt/pixelwise

git pull origin main

cp .env.example .env # Don't forget to edit .env to fir production

bash setup-server.sh

ls models/

Machine setup and Model pro-
visioning becomes a single com-
mand. After this block, both dev and
prod are set up by one command, bash
setup-server.sh, regardless of whether
the machine setup or the model arte-
fact, or both. Optionally also do that for
the virtual environment and the system
packages.
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The Model Contract and Its Card

Every model was trained on inputs in a specific format.
The format is part of the contract: a 28-by-28 greyscale image, pixel
values in [0, 1], flattened to 784 features. Most violations of this con-
tract are loud: a wrong shape raises ValueError on the first call, a
wrong dtype trips an assertion in the pipeline, a missing class never
appears in the predictions at all. The integration layer’s job is to catch
these before the model reaches production.

Silent failures live in the gap between syntactic and semantic
correctness. Same dtype, same dimensions, but pixel range [0, 255]
instead of [0, 1], or raw greyscale instead of binarised. The model
returns a class label and a confidence score with no way to tell that
the input did not come from the training distribution. This is the
train/serve skew bug class, and the only fix is an explicit preprocess-
ing step that mirrors training.

Figure 6: An MNIST sample: a hand-
written digit on a 28 × 28 greyscale
grid, the input shape every consumer of
digit_classifier_v1 must respect.

The MNIST model expects:

• a 28 × 28 greyscale image,

• pixel values normalised to [0, 1],

• flattened to a 784-element vector.

The sklearn Pipeline bundles preprocessing and model into one
serialised object that is itself the contents of digit_classifier_v1.pkl.
joblib.load returns the whole Pipeline, preprocessing steps in-
cluded, so loading the file is loading the preprocessing, so we reduce
steps a maintainer might forget; adhering the contract the training
script established. Documentation: scikit-learn, joblib,

NumPy.

The model card is where you write the contract down.
A model card answers four questions any consumer of the model
should know the answer to before they trust it: where did the data
come from, what can the model do, what does it fail at, and what is
it intended for. The contract that runtime code enforces and the card
that humans read are two views of the same thing. Model cards as a concept were pro-

posed by Mitchell et al. in 2018 and are
now standard at Google, HuggingFace,
and increasingly across the industry.

Model Cards (Google), HuggingFace
Model Cards.

For PixelWise the v1 model card lives in the central pixelwise-model
repository alongside the .pkl it documents. The card travels with
each tagged release, so anyone who pulls v1.0 also gets the card
describing what v1.0 can and cannot do:

https://scikit-learn.org/
https://joblib.readthedocs.io/
https://numpy.org/
https://modelcards.withgoogle.com/
https://huggingface.co/docs/hub/model-cards
https://huggingface.co/docs/hub/model-cards
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# MODELCARD.md: digit_classifier_v1

## Training Data

MNIST digits 1-9, ~54k train / ~9k test, public domain.

Class 0 withheld intentionally.

## Capabilities

Predict handwritten digits 1-9.

Expected accuracy: ~92% (LogisticRegression baseline).

## Known Failures

6/9 confusion, 3/8 confusion, messy or rotated digits.

## Intended Use

28x28 canvas drawings.

Out of scope: photos, non-digit characters.

The card is a contract, like any
other. When v2 is published, the card
is updated alongside it; the version
number, the training data section, and
the capabilities all change in lockstep.
Traceability across versions is the entire
reason the card is a separate file.

The card does not replace the runtime checks built into the
loader. Documentation tells humans what to expect; the assertion
at module load tells the program what to expect. Both are needed.
Documentation drifts; assertions cannot.



integrate the model prof. dr.-ing. mark schutera 65

Exercise: Scrutinize the Pipeline against the Card

Verify what the pipeline does rather than rebuild it. The pre-
processing for the model is part of the artefact, not something you
re-derive on the caller side; your job here is to confirm what is inside
the .pkl matches what the canonical model card promises.

Get an MNIST sample onto your dev machine. The dataset is
available through scikit-learn and downloads on first access. Activate
the virtual environment and start an interactive python3 session from
the repository root, then run the snippet below at the »> prompt:

source .venv/bin/activate

python3

>>> from sklearn.datasets import fetch_openml

>>> X, y = fetch_openml(

... "mnist_784", version=1,

... return_X_y=True, as_frame=False,

... parser="liac-arff",

... )

>>> sample = X[0].reshape(28, 28).astype("uint8")

>>> label = y[0]

You now have one ground-truth example to scrutinise the pipeline
against.

Why parser="liac-arff". Since
scikit-learn 1.2, fetch_openml defaults
to parser="auto", which prefers a
pandas-based parser and raises if pan-
das is not installed. Naming the built-in
liac-arff parser keeps the dependency
footprint at what requirements.txt
pins.

Open the pipeline and look at its parts. Still inside the same
python3 session, the Pipeline object exposes its named steps as a
dictionary, and the classifier exposes the classes it knows:

>>> for name, step in model.named_steps.items():

... print(name, type(step).__name__)

>>> print("classes:", model.classes_)

>>> print("n_features expected:", model.n_features_in_)

The point is verification. You are
not reproducing the model’s prepro-
cessing; you are confirming the artefact
behaves the way the model card claims.
A pipeline that contains an unexpected
step, or is missing one you expected, is
a contract violation you want to catch
here, not later.

Now run the model on the sample you fetched and compare
against the ground-truth label:

>>> import numpy as np

>>> arr = (sample > 128).astype(float).reshape(1, -1)

>>> probs = model.predict_proba(arr)

>>> pred = model.classes_[probs.argmax()]

>>> print(f"pred={pred} true={label} conf={probs.max():.2f}")
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Open the canonical model card at schutera/pixelwise-model
and put it side by side with your introspection output. Answer each
of these against both sources:

• Which preprocessing steps are inside the pipeline, and which are
the caller’s responsibility? Does the boundary match what the
card claims is in scope?

• Does model.classes_ match the class roster the card promises?

• Does n_features_in_ match the input shape the card advertises?

• Does the accuracy you can reproduce on a handful of MNIST
samples land near the figure the card cites?

A mismatch between what the pipeline contains and what the
canonical card promises is exactly the kind of contract violation the
integration layer exists to catch. The next exercise turns this manual
check into a smoke test that runs on every commit.

https://github.com/schutera/pixelwise-model/blob/v1.0/MODELCARD.md
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Designing the Inference Interface

Before writing any code, design the contract. Three decisions
propagate to every later block, the API, the database schema, the
frontend, so they are worth naming up front: the class roster, the
function shape, and the loading strategy.

Batch-first design. What happens
when 50 students submit a drawing in
the same second? If the server processes
each request individually, the model
is called 50 times with a (1, 784) array.
If it batches them, the model is called
once with a (50, 784) array. sklearn’s
predict_proba is natively vectorised,
so the cost is nearly identical. Design
around batch; single-user is a special
case.

A named class constant makes the valid output set explicit and
independent of the model file. CLASSES lives in the code as a hard-
coded list, not derived from model.classes_ at import time, so the
integration has its own opinion about what labels it speaks. The fron-
tend, the database schema, and the API documentation all reference
it. If the model is swapped for one trained on different classes, an as-
sertion described below fires loudly at startup rather than returning
silently wrong labels for the rest of the service’s lifetime.

Two functions, one batch-first. The public surface of app/classifier.py
is:

classify_batch(images) -> list[dict]

classify(image) -> dict

classify_batch takes an (N, 28, 28) uint8 array and returns a
list of N dictionaries, each with prediction, confidence, and scores.
classify is a single-image convenience wrapper that delegates to
classify_batch with image[np.newaxis], so there is exactly one
inference path. When a request queue is added later to amortise cost,
the queue assembles a batch and the same function consumes it; no
signature change.

Load the pipeline once at module level. Deserialising on ev-
ery request kills throughput, so joblib.load(os.getenv("MODEL_PATH"))

runs at import time and the resulting Pipeline stays in memory for
the lifetime of the process. The path comes from .env, not a hard-
coded string, so swapping the model in production is an env-var
change plus a service restart, the same pattern you will see repeated
in later blocks.

The startup assertion is

the headline. Right after
joblib.load, one line: assert
list(_pipeline.classes_) ==

CLASSES. The assertion fires at startup
if the model’s classes disagree with
the code constant. A swapped model
with the wrong classes is caught the
moment the service starts, not the next
time a user gets a wrong digit. The next
exercise has you trip it on purpose to
feel the difference.
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Exercise: The Classifier Module

Create the classifier module file on the dev VM, inside the
PixelWise repository. The module belongs in the app/ package, so
create the directory if it is not there yet and open the file in nano:

cd ~/pixelwise

mkdir -p app

nano app/classifier.py

Paste the implementation below into the empty file, save with
Ctrl+O, exit with Ctrl+X. It includes the class constant, module-level
loading, the startup assertion, and the two functions discussed in the
previous section:

import os

import joblib

import numpy as np

from dotenv import load_dotenv

load_dotenv()

CLASSES = ["1","2","3","4","5","6","7","8","9"]

_pipeline = joblib.load(os.getenv("MODEL_PATH"))

assert list(_pipeline.classes_) == CLASSES, \

f"Model/CLASSES mismatch: {_pipeline.classes_}"

def classify_batch(images: np.ndarray) -> list[dict]:

if images.ndim != 3 or images.shape[1:] != (28, 28):

raise ValueError(

f"Expected (N,28,28), got {images.shape}")

arr = (images > 128).astype(float).reshape(

len(images), -1)

probs = _pipeline.predict_proba(arr)

return [

{"prediction": CLASSES[p.argmax()],

"confidence": float(p.max()),

"scores": dict(zip(CLASSES, p.tolist()))}

for p in probs

]

def classify(image: np.ndarray) -> dict:

return classify_batch(image[np.newaxis])[0]

Optional: pin pandas. fetch_openml
pulls in pandas under the hood, and
we have leaned on it implicitly more
than once already. If you want it as an
explicit, pinned dependency rather than
a transitive one, install and refreeze:

pip install pandas

pip freeze > requirements.txt

git add requirements.txt

git commit -m "Pin pandas"

(Optional) The assertion is the

headline. Comment it out, save,
restart Python, and import the module.
Now mutate CLASSES to add a fake "10"

entry, restore the assertion, restart, and
observe the assertion firing. The startup
error message is exactly what you want
to see when a model swap goes wrong.
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Update .env.example and .env at the repo root so the loader
knows where to find the artefact. Open each in nano and append the
line below, save, exit:

nano .env.example # commit this; safe to share

nano .env # local only; never commit

MODEL_PATH=models/digit_classifier_v1.pkl

Write predict.py as a smoke test at the repo root, next to
setup-server.sh, not inside app/: it is a script you run, not a module
the application imports. Open it in nano:

nano predict.py

Paste the smoke test below, save, exit:

from app.classifier import classify_batch

from sklearn.datasets import fetch_openml

import numpy as np

X, y = fetch_openml("mnist_784", version=1,

return_X_y=True, as_frame=False,

parser="liac-arff")

images = X[:5].reshape(-1, 28, 28).astype(np.uint8)

truth = y[:5]

results = classify_batch(images)

for r, t in zip(results, truth):

print(f"Pred: {r['prediction']} "

f"(conf {r['confidence']:.2f}) True: {t}")

__pycache__ in your commit? Run-
ning python predict.py produces com-
piled bytecode in app/__pycache__/. If
those .pyc files made it into the com-
mit, extend .gitignore from Block 3

with the entries below so they stay out
of every future commit:

__pycache__/

*.pyc

Then untrack what was already added
and rewrite the previous commit so the
bytecode never reaches the remote:

git rm -r --cached

app/__pycache__

git add .gitignore

git commit --amend --no-edit

git push --force-with-lease

Only --force-with-lease this com-
mit if you pushed it once and nobody
else has pulled yet. Otherwise create a
fresh follow-up commit.

Run the smoke test on dev from the repo root with the virtual
environment activated, then commit:

source .venv/bin/activate

python predict.py

git add app/classifier.py predict.py .env.example

git commit -m "Add classifier module pinned to model v1.0"

git push

Tag the release as v0.3. The end of every block is a tagged,
runnable state. Mark it now so future catch-up exercises can reset
back here:

git tag -a v0.3 -m "End of Block 4: classifier module"

git push origin v0.3
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The repository is now at the state v0.3 marks: a working classifier,
a dev-side smoke test, and an updated configuration contract pinned
to the model release. The .pkl stays on each developer’s machine,
the artefact path is in .env, and the rest of the team can reproduce
the environment from the code in Git.
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Optional: Add the Missing 0

The digit class “0” was intentionally excluded from v1.
With v1 integrated and dev-verified, you can publish your own v2.
Fork the course model repository so you have a place to push:

gh repo fork schutera/pixelwise-model --clone --remote

cd pixelwise-model

Why fork instead of branching

upstream? Forking is the standard
pattern for publishing a derivative of
someone else’s repository. You get write
access to your fork, the upstream stays
canonical, and a pull request is the
natural way to upstream improvements
later.

The fork already contains train.py, digit_classifier_v1.pkl,
and the v1 MODELCARD.md from upstream. Add "0" to the class list,
include MNIST’s class-0 samples in the training split, re-run python

train.py, and save the new artefact as digit_classifier_v2.pkl.

Now write a v2 model card. This is the first time card authoring
is load-bearing in the course: a consumer who pulls v2 will read this
file to learn what changed. Rewrite MODELCARD.md so it documents v2

specifically:

• training data section now reflects the full ten-class MNIST split,

• capabilities list all ten digits and the new accuracy you measured,

• known failures section reflects what your retrained model actu-
ally struggles with (rotated digits, 4/9 confusion, whatever the
confusion matrix says),

• intended use is the same as v1 unless you changed it.

Commit artefact, script changes, and card together, and cut a fresh
tag:

git add digit_classifier_v2.pkl train.py MODELCARD.md

git commit -m "v2: adds class 0"

git tag -a v2.0 -m "Adds class 0"

git push --follow-tags

On the PixelWise side, point .env at your fork and the new tag by
setting MODEL_REPO=https://github.com/<you>/pixelwise-model.git

and MODEL_VERSION=v2.0, then re-run bash setup-server.sh to pull
the v2 artefact and card into models/. The assertion will break the
moment v2 is loaded against v1’s CLASSES; fix it by updating the
constant. This challenge sets up a thread we will

revisit later, when feature flags decide
which model version is served and
analytics compare their performance
side by side. No data collection is
needed; MNIST has the 0s already.

A note on what comes next. app/classifier.py works on dev,
but it is trapped in a Python script.
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Self-Reflection and Recap

Self-Reflection questions to guide your thoughts during and after
the exercises:

• What is train/serve skew, and why is it the most common produc-
tion ML defect?

• Why do we load the model once at module level instead of on
every request?

• What does the startup assertion protect against, and what would
happen without it?

• Why does PixelWise pin a tagged model release rather than ven-
doring the .pkl into the repo?

• What does the canonical model card promise, and which of its
claims did you verify by introspecting the pipeline?

• How would you detect at runtime that the model is missing a class
it should predict?

• Why is batch-first design the right default, even when most re-
quests carry a single image?

Recap of key concepts:

• A .pkl file is a build artefact, not source code; never commit it to
Git.

• Train/serve skew is silent by default; the startup assertion is the
loudest defence.

• Batch-first design scales from one user to N concurrent users with
no code changes.

• Module-level loading keeps the model in memory for the lifetime
of the process.

• The model card travels with the tagged release in pixelwise-model;
integration code reads it as part of contract verification.

• predict.py proves end-to-end correctness before any API exists.

Security thread. Never load a .pkl

from an untrusted source; joblib and
pickle deserialisation execute arbitrary
code. MODEL_PATH comes from .env,
never hard-coded, so swapping the
model in production requires only an
env-var change, not a code change.
Training data and model artefacts are
not committed to Git.

Teaser. The classifier is callable from
Python, but who, outside your terminal,
can reach it?

Milestone. app/classifier.py exposes a batch-first inference
interface that scales from one student to N concurrent users with no
code changes. predict.py proves it works end to end on real MNIST
samples. The canonical MODELCARD.md in pixelwise-model documents
what the model is and is not, and the integration verifies against it.
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We deliberately stop short of prod. The classifier works on
dev, but prod has not been updated, on purpose. There is no service
on prod yet that would call classify_batch, no HTTP endpoint, no
managed background process, no entry point at all. Pulling the new
code there now would just add an unused app/classifier.py to
the production checkout. Deployment to prod happens once there is
something to deploy.





The Backend: APIs & Services
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API First. Anyone who doesn’t do this, will be fired.

The Why

Block 4 left us with app/classifier.py, a function that turns a 28-
by-28 array of pixels into a prediction dictionary. The function works.
predict.py proves it on real MNIST samples. What it cannot do
is be reached from anywhere except the same Python process that
imported it.

This Block. is the first that exposes the application to the outside
world. Every client that follows, whether a browser frontend, an
automated test runner, or a monitoring probe, talks to the service
through the contract you design here.

HTTP is the protocol that every browser, every CLI tool, and
every web service in this course speaks. Figure ?? shows the path a
single request takes through the stack you will build in this Block.

HTTP client /
curl

uvicorn

:8000

FastAPI
/classify

classify_

batch

HTTP request HTTP response (JSON)

systemd unit pixelwise.service

Figure 7:
Request and response flow for a

single classification. The client sends
an HTTP request to uvicorn; FastAPI
dispatches it to the /classify handler,
which calls classify_batch from
Block 4. The dictionary returned by
classify_batch is serialised to JSON
and travels back along the same path
as the HTTP response. The whole stack
runs under a systemd unit that restarts
it if it crashes.

A service is what predict.py becomes when you wrap it in HTTP
and run it under a supervisor. uvicorn is the HTTP server that hosts
the FastAPI application; systemd is the supervisor that keeps uvicorn

running, restarts it when it crashes, and captures its logs, turning it
into someting that survives.
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Hands On Experience

The contract becomes the product. Once the service 1 is run- 1 T. Winters, T. Manshreck, and
H. Wright. Software Engineering
at Google: Lessons Learned from Pro-
gramming Over Time. O’Reilly Me-
dia, Sebastopol, CA, 2020. URL
https://scholar.google.com/scholar?

q=Software+Engineering+at+Google+

Winters+Manshreck+Wright

ning, the request and response shapes are what every other com-
ponent in the system depends on. Change them silently and the
frontend breaks; document them clearly and new clients can integrate
without ever reading your Python. Ones an API is public, it will be
digested, users will build on it, and it will be hard to change 2.

2 F. P. B. Jr. The Mythical Man-Month:
Essays on Software Engineering, An-
niversary Edition. Addison-Wesley,
Reading, MA, 2 edition, 1995. URL
https://scholar.google.com/scholar?

q=The+Mythical+Man-Month+Brooks

This fifth block introduces the backend service layer for Pixel-
Wise. By the end you will have

• understood HTTP and REST well enough to design and probe an
endpoint,

• written request and response contracts as Pydantic models,

• wrapped classify_batch in a FastAPI application,

• added API key authentication and basic rate limiting,

• run the service under systemd, observed crashes, and read its logs
with journalctl.

The script-to-service jump. A script
runs once, prints, exits. A service runs
continuously, accepts requests, returns
responses, survives crashes. The work
in this block is what turns the first into
the second; the classifier itself does not
change.

https://scholar.google.com/scholar?q=Software+Engineering+at+Google+Winters+Manshreck+Wright
https://scholar.google.com/scholar?q=Software+Engineering+at+Google+Winters+Manshreck+Wright
https://scholar.google.com/scholar?q=Software+Engineering+at+Google+Winters+Manshreck+Wright
https://scholar.google.com/scholar?q=The+Mythical+Man-Month+Brooks
https://scholar.google.com/scholar?q=The+Mythical+Man-Month+Brooks
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Optional Exercise: Catch Up to v0.3

Tag map. v0.3 marks the end of
Block 4, v0.4 will mark the end of this
block. Browse the full set at https://
github.com/schutera/pixelwise/tags.

Catching up via tag. This catch-up extends the one in Block 4. If
you have not done that one, do it first: It lands you at v0.2, the end-
of-Block 3 state. The exercise here picks up from there and rewinds
to v0.3, the end-of-Block 4 state, with the classifier module in place,
the model artefact pulled into models/, and .env pinned to the model
release.

Dev only. Block 4 deliberately left prod behind: The classifier had
no HTTP entry point, so pulling the code there would have added an
unused app/classifier.py to the production checkout. This catch-
up does the same. Bring dev to v0.3 and leave prod where Block 4

left it; the systemd exercise later in this block is what finally promotes
the service to prod.

Three layers to restore on dev. Block 4 produced Git-tracked
changes, the new app/classifier.py and predict.py, an updated
setup-server.sh, and a refreshed .env.example. It also produced
unversioned state, the model artefact digit_classifier_v1.pkl in
models/, plus three new .env entries, MODEL_REPO, MODEL_VERSION,
and MODEL_PATH. git reset --hard v0.3 restores the first layer, cp
.env.example .env seeds the third, and the extended setup-server.sh

pulls the artefact once .env is in place.

Run the catch-up on dev. Rewind the repository to v0.3, refresh
.env from the updated example, run setup-server.sh to pull system
packages and the model artefact, reinstall pinned dependencies if
your virtual environment was wiped, and run predict.py to confirm
the integration works end to end. The exact commands are in the
margin.

Sequence on dev.

cd ~/pixelwise

git fetch origin --tags

git reset --hard v0.3

cp .env.example .env

bash setup-server.sh

source .venv/bin/activate

pip install -r requirements.txt

python predict.py

If .venv/ is missing, run python3 -m

venv .venv before the source step.

Already have a fork? If
your own fork carries the v0.3

tag, swap origin on dev with
git remote set-url origin

git@github.com:<you>/pixelwise.git

so push and pull continue to target
your account. The HTTPS clone on prod

stays read-only.

You are now at the state where Block 4 ended: dev is at v0.3 and
prod still trails behind, ready to start Block 5.

https://github.com/schutera/pixelwise/tags
https://github.com/schutera/pixelwise/tags
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HTTP and REST

HTTP is the request and response
protocol that sits underneath every
browser call, every curl invocation, and
every API in this course. A reference
overview of the methods, status codes,
and headers lives here.

Every web interaction is a request and a response. The
client sends a request that names a method, a path, and an optional
body; the server sends back a status code, headers, and an optional
body. The protocol carries no state of its own: each request is inter-
pretable on its own, without knowledge of any previous request from
the same client.

Status codes you will see most.
Three-digit numbers grouped by
leading digit. 2xx means success, 4xx
means the client made a mistake, 5xx
means the server made a mistake.

• 200 OK,

• 201 Created,

• 400 Bad Request,

• 401 Unauthorized,

• 404 Not Found,

• 422 Unprocessable Entity,

• 429 Too Many Requests,

• 500 Internal Server Error.

Methods and Queries you will use.

• GET retrieves,

• POST submits,

• PUT replaces,

• DELETE removes.

PixelWise uses POST for /classify when the client submits a draw-
ing, and GET for /results and /health when the client reads state.

Stateless is the load-bearing property
of HTTP. The server keeps no per-client
memory between requests; everything
the server needs to act is in the current
request, including any authentication
token. This is what lets you scale.

REST is the architectural style that
maps the HTTP verbs onto application
resources. Each resource has a stable
URL; each verb has a clear meaning. We
use REST because it is the convention
every frontend, every tool, and every
framework in this stack expects, not
because it is the only valid choice. A
reference introduction to the style and
its conventions lives here.

REST principles layer convention on top of the protocol. Ev-
ery distinct thing the API exposes is a resource with a stable URL:
/classify, /results, /health. Methods do what their names sug-
gest. Responses are JSON. Two clients written by two teams, six
months apart, agree on what the API does without ever speaking,
because the conventions remove ambiguity.

HTTP status codes reference:
https://developer.mozilla.org/

en-US/docs/Web/HTTP/Status

REST overview:
https://restfulapi.net/

The interactive definition of an API is the documentation that
ships with the running service. FastAPI generates an OpenAPI spec-
ification from your code, exposes the raw JSON at /openapi.json,
and renders it through two built-in interfaces: Swagger UI at /docs
and ReDoc at /redoc. Exposing them changes the social contract: A
teammate does not need to read your source to integrate, it’s your
responsibility to fulfill the stated contract. Block 3’s DEBUG=true flag
controls whether the documentation endpoints are exposed, so the
same service is self-documenting in development and silent in pro-
duction.

One spec, many renderers.
/openapi.json is the contract; Swagger
UI and ReDoc are two ways to look
at it. The same spec format is what
Flask, Django, Express, and Spring all
emit, and the same renderers and SDK
generators work against any of them.

OpenAPI: https://www.openapis.
org/

Swagger Editor: https://editor.
swagger.io/

https://developer.mozilla.org/en-US/docs/Web/HTTP
https://developer.mozilla.org/en-US/docs/Glossary/REST
https://developer.mozilla.org/en-US/docs/Web/HTTP/Status
https://developer.mozilla.org/en-US/docs/Web/HTTP/Status
https://restfulapi.net/
https://www.openapis.org/
https://www.openapis.org/
https://editor.swagger.io/
https://editor.swagger.io/
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Exercise: HTTP, REST, and curl

Probe a public API before writing your own. httpbin.org is a
free request-and-response echo service: It returns a JSON document
describing exactly what it just received, so you can read status codes,
headers, and the body of your own request side by side with the
response. On dev, with the virtual environment active:

curl -i https://httpbin.org/get

curl -i -X POST https://httpbin.org/post \

-H "Content-Type: application/json" \

-d '{"hello": "world"}'

Read each section of the re-
sponse. HTTP/2 200 is the status line.
The lines that follow are headers; the
blank line marks the boundary; the
JSON below it is the body. Every HTTP
response in this course has the same
shape.

JSON Syntax Objects {...}, arrays
[...], strings in double quotes, num-
bers and booleans and null unquoted,
commas between items but never
trailing. Spec: https://www.json.org/

The body is JSON. JSON is the universal serialisation format for
web APIs: A text-shaped tree of objects, arrays, strings, numbers,
booleans, and null. Your GET response body is short enough to read
in full:

{

"args": {},

"headers": {

"Accept": "*/*",

"Host": "httpbin.org",

"User-Agent": "curl/7.81.0"

},

"origin": "203.0.113.42",

"url": "https://httpbin.org/get"

}

Curly braces enclose an object, each key is a quoted string, and
each value is a primitive, an array, or another object. PixelWise’s
/classify response will use the same shape, with keys prediction,
confidence, and scores, parsed identically by any client in any lan-
guage.

Answers. POST /classify: Image
data does not fit in a query string; POST
carries it in the body and is not cached.
200 OK with the prediction.
GET /results: Safely cacheable, no

side effect. 200 OK.
GET /health: Reads liveness, no

side effect. 200 OK, or 503 Service

Unavailable when unhealthy.

Pick the verb for each PixelWise endpoint and say what success
looks like:

• /classify: Submit a drawing for prediction.

• /results: Read the last 10 predictions.

• /health: Check whether the service is alive.

https://www.json.org/
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FastAPI in Practice

FastAPI is a modern Python web framework built on top of
Pydantic and the ASGI standard. It generates interactive API doc-
umentation automatically, validates inputs and outputs against the
models you declared, and runs on uvicorn, an asynchronous HTTP
server fast enough that your bottleneck will be the model, not the
framework.

Pydantic. Python data-validation library. A class inherits from
BaseModel and declares typed fields; Pydantic validates incoming
data against the schema and raises a structured error on mismatch.
FastAPI runs the same check at the HTTP boundary and returns 422

Unprocessable Entity on failure.
https://docs.pydantic.dev/ FastAPI: https://fastapi.tiangolo.

com/

Pydantic: https://docs.pydantic.
dev/

uvicorn: https://www.uvicorn.org/
ASGI: https://asgi.readthedocs.

io/

A path operation is the unit of routing in FastAPI: A Python
function whose decorator binds it to one HTTP method and one
URL path. When the application starts, FastAPI walks the decorated
functions and builds a routing table that uvicorn consults on ev-
ery incoming request. The type hints on the parameters are not just
documentation: They are read at registration time and turned into
a validator that runs before your function body executes. A request
that fails the validator never reaches your code. It is rejected at the
boundary with a 422 response whose body lists exactly which field
was wrong and why, so the caller can fix the request without guess-
ing at your implementation.

The decorator is the contract. @app.post("/classify",
response_model=ClassifyResponse) encodes three things at once:
The method clients must use, the path they must hit, and the schema
the response must satisfy. The first two shape the routing table. The
third shapes what leaves the server. FastAPI runs the value your
function returns through ClassifyResponse on the way out, drops
fields that are not declared on the model so internal state cannot
leak by accident, and fills the OpenAPI schema served at /docs from
the same class. A handler that returns the wrong shape fails inside
the framework on the first request, long before a downstream client
notices that the documented contract has drifted from the implemen-
tation.

curl is a command-line HTTP client. It writes the bytes of
a request directly to a socket and prints the bytes of the response,

https://docs.pydantic.dev/
https://fastapi.tiangolo.com/
https://fastapi.tiangolo.com/
https://docs.pydantic.dev/
https://docs.pydantic.dev/
https://www.uvicorn.org/
https://asgi.readthedocs.io/
https://asgi.readthedocs.io/
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with no browser, no JavaScript, and no implicit defaults beyond
what you pass on the command line. That is what makes it use-
ful for debugging: The request you send is exactly the request you
typed, so the only place a bug can hide is in your invocation or in
the server. The interactive /docs page, by contrast, does a lot on
your behalf. It JSON-encodes the body for you, sets the Content-

Type: application/json header on every POST, and, once you click
Authorize, attaches the API key header to subsequent calls. A re-
quest that succeeds from /docs and fails from curl therefore points
at something the form was adding silently, almost always a header
you forgot on the command line. A request that fails from both rules
out the client and points back at the handler. The exercise below
gives the exact curl invocations against the running service so you
can compare the two side by side. curl: https://curl.se/

-X sets the HTTP method.
-H sets a header.
-d sets the request body.
-i prints the response headers along-

side the body, useful when a status
code surprises you.

Three endpoints cover the surface this block exposes: POST /classify

performs inference, GET /results is a stub that a later persistence
layer will fill in, and GET /health reports liveness so a monitor can
tell whether the service is up.

https://curl.se/
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Exercise: Building app/main.py

Install the runtime dependencies into the dev virtual environ-
ment and pin them.

The [standard] extra on uvicorn

pulls in optional but recommended
packages that ship alongside the core
server: httptools for a faster HTTP
parser, uvloop for a faster event loop on
Linux, websockets for the WebSocket
protocol, and watchfiles so --reload

can detect code changes during de-
velopment. Without the extra you still
get a working server, just slower and
without auto-reload.

cd ~/pixelwise

source .venv/bin/activate

pip install fastapi uvicorn[standard] \

slowapi pydantic

pip freeze > requirements.txt

Ctrl + R in the terminal starts
a reverse search through your shell
history. Hit it, type a few characters
of a command you ran earlier, such
as pip freeze, and the most recent
match appears. Press Ctrl + R again
to step further back, Enter to run the
match, or the right arrow to edit it
before running. This is much faster
than retyping or looking up commands
again or scrolling with the up arrow.

Wire the path operations from the theory above into a

working service. From the repository root on dev, create the file:

cd ~/pixelwise

nano app/main.py

from fastapi import FastAPI

from pydantic import BaseModel

import numpy as np

from app.classifier import classify_batch

class ClassifyRequest(BaseModel):

pixels: list[list[int]]

class ClassifyResponse(BaseModel):

prediction: str

confidence: float

scores: dict[str, float]

app = FastAPI()

@app.get("/health")

def health():

return {"status": "ok", "model_version": "v1"}

@app.get("/results")

def results():

return {"results": [], "note": "persistence not yet implemented"}

@app.post("/classify", response_model=ClassifyResponse)

def classify(req: ClassifyRequest):

arr = np.array(req.pixels, dtype=np.uint8)[np.newaxis]

return classify_batch(arr)[0]
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Run it locally from the repository root, so that uvicorn can re-
solve app.main:app as a Python import against the app/ package on
disk:

Figure 8: The Swagger UI rendered at
/docs. FastAPI generates this page from
the type hints and Pydantic models in
app/main.py. Each endpoint expands
to show its request schema, an example
payload, and an interactive button that
issues a live request against the running
service.

cd ~/pixelwise

uvicorn app.main:app --reload --port 8000

The --reload flag restarts on every code change, which is what
you want in development and never want in production.

Test it from the browser. Open http://localhost:8000/docs to
see the auto-generated OpenAPI page.

Try GET /health. Click “Try it out” and “Execute”. A 200 with
{"status": "ok", "model_version": "v1"} is the first end-to-end
loop. The first real POST /classify round-trip lands in Block 7, when
the frontend sends an actual digit drawn on a canvas.

Optional: Try POST /classify

anyway. A Python list comprehension
is not valid JSON, which is why the
default [[0]] returns 422. Print a real
28-by-28 body in a Python REPL with
import json

print(json.dumps(

{"pixels":

[[0]*28 for _ in range(28)]}))

and paste the printed line into Swag-
ger’s request body field.

Optional: Design a fourth end-
point. The three endpoints above cover
inference, retrieval, and liveness. What
is missing? Before reading on, sketch
one more endpoint on paper. Pick the
HTTP method and path, write the Py-
dantic request and response models,
and decide what status code each error
case returns. Plausible candidates in-
clude GET /version so a deployment
can report the running build and model
hash, POST /feedback so a frontend
can flag wrong predictions for later
retraining, or POST /classify/batch so
a client can submit many images in a
single round trip. Additional endpoints
can help where the current contract has
gaps, and to feel how naming, shape,
and status codes are decisions you
make before any code runs.

http://localhost:8000/docs
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Authentication and Rate Limiting

Who is calling, and how often?

API key authentication is the simplest form that fits this course.
The client sends a secret in a header; the server compares it to the
value in .env and rejects requests that do not match with 401 Unauthorized.
FastAPI exposes the header through a small dependency function
that runs before every protected handler, which the exercise wires up.

Why a header? Headers travel
separately from the body and the URL,
so the secret never ends up in the path
component of an access log. Putting the
key in a query parameter would write it
into every log line the request touched
on the way to the server.

Rate limiting prevents both abuse and accident. slowapi attaches a
per-route decorator that counts requests per client IP and rejects them
with HTTP 429 when the limit is exceeded. A budget like “30 re-
quests per minute per IP” is enough to stop a runaway client without
inconveniencing a normal one.

Where does rate limiting belong?
Application-level limits are easy to
write and travel with the code. Reverse-
proxy limits, a topic we will revisit
later in the course, run in front of the
application and protect it even when it
is overwhelmed. Both layers are useful;
the latter is harder to bypass.

slowapi: https://github.com/
laurentS/slowapi

Pydantic, the API key middleware, and the rate limiter to-
gether form a three-stage filter at the boundary of the application. A
request that arrives must parse as JSON, match the schema, present a
valid key, and stay within the rate budget before any inference code
runs. Each stage rejects with a different status code, so a client failure
tells you exactly which contract was violated.

https://github.com/laurentS/slowapi
https://github.com/laurentS/slowapi
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(Optional) Exercise: API Key Auth and Rate Limiting

Add the defensive layer from the theory above to the

service. Reopen app/main.py from ~/pixelwise on dev:

cd ~/pixelwise

nano app/main.py

Add the API key dependency alongside the existing imports:

from fastapi import Header, HTTPException, Depends

import os

def verify_api_key(x_api_key: str = Header(...)):

if x_api_key != os.getenv("SECRET_API_KEY"):

raise HTTPException(

status_code=401, detail="Invalid API key")

Then attach verify_api_key to the /classify route by extending
its existing decorator with dependencies=[...]; the handler body
itself does not change:

@app.post("/classify",

response_model=ClassifyResponse,

dependencies=[Depends(verify_api_key)])

def classify(req: ClassifyRequest):

arr = np.array(req.pixels,

dtype=np.uint8)[np.newaxis]

return classify_batch(arr)[0]

The header travels in every

request. X-API-Key is a custom header
name; FastAPI’s Header(...) maps it
to the function parameter automatically.
A missing header returns 422 from
Pydantic, a wrong value returns 401

from your handler.

Add rate limiting with slowapi. Add the imports and the limiter
setup near the top of the file:

from fastapi import Request

from slowapi import Limiter

from slowapi.util import get_remote_address

from slowapi.middleware import SlowAPIMiddleware

limiter = Limiter(key_func=get_remote_address)

app.state.limiter = limiter

app.add_middleware(SlowAPIMiddleware)

Then stack the limiter decorator above the route decorator and add
a request: Request parameter so slowapi can identify the caller:
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@app.post("/classify",

response_model=ClassifyResponse,

dependencies=[Depends(verify_api_key)])

@limiter.limit("30/minute")

def classify(request: Request,

req: ClassifyRequest):

arr = np.array(req.pixels,

dtype=np.uint8)[np.newaxis]

return classify_batch(arr)[0]

Test POST /classify from Swagger. Reload /docs, expand the
endpoint, click “Try it out”, and fill the key from your .env into the
x_api_key header field that now sits alongside the request body.
Press “Execute”. Without a key the classify request returns 401; with
the right key the same request goes through.

Optional: Add a global Autho-
rize button. Swap Header(...) for
APIKeyHeader from fastapi.security

to register the API key as an OpenAPI
security scheme. Swagger then ren-
ders a global “Authorize” button at
the top of /docs; after clicking it once,
every Try-it-out includes the header
automatically.

Optional: Watch a 429 happen. A
small Bash loop firing 40 curl requests
at the endpoint inside the same minute
should see the last ten return 429 Too

Many Requests. The remaining requests
stay rejected until the window rolls
over.
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From Dev to Production: systemd

uvicorn runs fine, but one Ctrl+C and it is gone. A closed ter-
minal kills it. A reboot kills it. A panic in a worker kills it without
restart. We got the interface right, but none of the above is the be-
haviour of a robust service.

systemd is the OS-level supervisor that comes with Ubuntu. It starts
services on boot, restarts them when they crash, captures their output
to a structured log, and exposes a uniform interface for operators.
The contract between you and systemd is a unit file, an INI-style
description with three sections: An [Unit] block for metadata and
dependencies, a [Service] block naming the user, working direc-
tory, environment file, command to run, and restart policy, and an
[Install] block declaring when the unit should be started. The exer-
cise below has the full file PixelWise needs.

We use a fraction of what systemd
can do. It also manages timers (cron
with dependency awareness), socket ac-
tivation (start on connection), resource
limits (cap CPU/memory per service),
and dependency ordering (start the
database before the app). It is the init
system of virtually every modern Linux
server.

systemd: https://www.freedesktop.
org/wiki/Software/systemd/

systemctl is the operator’s interface to systemd. start, stop, and
restart are the verbs you reach for during deployment; status re-
ports the current state and the last few lines of output; enable marks
the service as one that should start on boot; daemon-reload tells
systemd to re-read its unit files after you edit one. The exercise runs
the full sequence on prod.

journalctl is where you go first when something breaks. journalctl
-u pixelwise prints every log line from your service since boot;
-f follows new lines as they arrive, the way tail -f follows a file;
--since "5 min ago" narrows the window when the bug is recent.

gunicorn is what production Python
deployments put in front of uvicorn
to spawn multiple worker processes,
giving concurrency and crash isolation.
For our classroom setup, a single
uvicorn worker behind systemd is
sufficient; students who deploy beyond
this course will encounter gunicorn
within the first week.

https://www.freedesktop.org/wiki/Software/systemd/
https://www.freedesktop.org/wiki/Software/systemd/
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Exercise: Running as a systemd Service

Promote the service from a foreground uvicorn to a su-
pervised systemd unit. Author the unit file on dev alongside the
app code first, then refer to the marginnote for exact commands.

Production has some catching up

to do. First dev push then prod

pull.

git add deploy/pixelwise.service

app/main.py requirements.txt

.env.example

git commit -m "Add systemd

service file and FastAPI service

with auth and limits"

git push

ssh produser@192.168.56.11

cd /opt/pixelwise

git pull

source .venv/bin/activate

pip install -r requirements.txt

Author the unit file on dev at deploy/pixelwise.service in the
repository. Keeping it under version control means anyone can re-
build prod from a clean VM by cloning, pulling, and copying, instead
of remembering what was typed into nano six months ago.

# deploy/pixelwise.service

[Unit]

Description=PixelWise API

After=network.target

[Service]

User=produser

WorkingDirectory=/opt/pixelwise

EnvironmentFile=/opt/pixelwise/.env

ExecStart=/opt/pixelwise/.venv/bin/uvicorn \

app.main:app --host 0.0.0.0 --port 8000

Restart=always

RestartSec=3

[Install]

WantedBy=multi-user.target

Why ship the unit file in the

repo? The unit file is part of how
the app runs, so it belongs next to the
code. Diffs are reviewable, deploys are
reproducible, and there are no secrets
inside, since EnvironmentFile only
points at /opt/pixelwise/.env, which
stays on prod.

Teach setup-server.sh to install the unit. Open the file in
nano on dev and append a small block at the bottom so any future
catch-up or fresh provision picks it up:

nano setup-server.sh

Prod-only by design. The block
runs only when produser exists, which
marks the prod VM. On dev the user
is missing, so setup-server.sh skips
the whole step instead of copying
a unit that references a user who
does not exist there. On prod, the
script installs, enables, restarts, and
reports the service status on ev-
ery run, picking up any change to
deploy/pixelwise.service from the
latest git pull. The --no-pager flag
keeps the output inline so the script
does not stop.

# Install, start, and report the systemd unit on prod

if [ -f deploy/pixelwise.service ] && \

command -v systemctl >/dev/null 2>&1 && \

id produser >/dev/null 2>&1; then

sudo cp deploy/pixelwise.service /etc/systemd/system/pixelwise.service

sudo systemctl daemon-reload

sudo systemctl enable pixelwise

sudo systemctl restart pixelwise

sudo systemctl status pixelwise

fi
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Install the unit on prod after the pull. Run setup-server.sh; it
copies the unit, reloads systemd, enables the service, restarts it, and
prints the status block in one shot:

bash setup-server.sh

Read the status output. Active:
active (running) is what you want.
Active: failed means the unit started
and exited; the last few log lines below
the status block usually say why.
Active: inactive (dead) means the
unit was never started.

Kill it on purpose. A service that has never crashed is a service
whose recovery has never been tested.

sudo systemctl stop pixelwise

sudo systemctl status pixelwise

sudo systemctl start pixelwise

journalctl -u pixelwise --since "5 min ago"

First end-to-end loop on the network. From dev, hit the un-
protected health endpoint on prod:

curl http://192.168.56.11:8000/health

A response of {"status":"ok","model_version":"v1"} comes
back from the systemd-supervised uvicorn on prod. No body, no key,
just a cross-machine round-trip.

The system is reachable across machines on a shared net-
work for the first time.
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Self-Reflection and Recap

Self-Reflection questions to guide your thoughts during and after
the exercises:

• What is the difference between running uvicorn manually and
running it under systemd?

• Why does Pydantic validation matter for security as well as cor-
rectness?

• What happens when the systemd service crashes, and how does
Restart=always help?

• Why is GET /results a stub right now, and what would have to
arrive to fill it in?

• How would you debug a failing endpoint using only journalctl?

• Which of the three rejection points (Pydantic, API key, rate limiter)
is hardest to bypass, and why?

Recap of key concepts:

• HTTP is a stateless request-response protocol; REST layers conven-
tions on top so APIs are predictable across teams.

• Pydantic models are the API contract; FastAPI enforces them at the
boundary and renders them as live documentation.

• POST /classify, GET /results, GET /health cover the surface this
block exposes; /results is a deliberate stub awaiting a persistence
layer.

• API keys answer “who is calling”; rate limits answer “how often”.

• systemd turns a script into a service: starts on boot, restarts on
crash, logs to journalctl.

Security thread. The API key lives
in .env, never in code. Pydantic models
are the input validation boundary;
rate limits cap any single caller; the
X-API-Key header keeps the secret
out of access logs. Transport-layer
encryption is a thread we will revisit
later in the course.

Teaser. Where do all those predictions
go once the response has been sent?

Milestone. PixelWise runs as a managed systemd service on the
prod VM, listening on http://192.168.56.11:8000. The endpoints
answer requests from dev and from your host machine over the host-
only adapter; the machines outside the network cannot reach the ser-
vice yet. POST /classify returns live digit predictions, GET /results

is stubbed pending persistence, and GET /health reports liveness.
You have killed and restarted the backend at least once and read the
logs with journalctl. The contract is now the load-bearing surface of
your backend: Every component that follows will speak through it.
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What is missing is memory. The service answers each request and
forgets it the moment the response goes out. That is fine for a smoke
test and broken for everything else: A user looking back at their last
ten drawings has nothing to show, an operator investigating a wrong
prediction cannot see what was sent, and a retraining loop cannot
use real-world inputs because none of them survived. Block 6 puts
PostgreSQL behind the service so every classification becomes a row,
GET /results starts returning real history, and the service grows the
audit trail the rest of the course depends on.
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In Comparison, Dumbledore’s Pensieve is a joke.

The Why

We have a service that classifies, but it does not remember anything.
The moment the response leaves the server, the prediction is gone.
This makes it hard to track the model’s performance over time, com-
pare versions, or build any type of features and functionality that
revolve around past predictions.

We need to wire the API onto a database. This block is the
first that adds persistent state. Every later block depends on the
database schema you design today.

FastAPI
/classify

classify_

batch

PostgreSQL
predictions

SQLAlchemy Figure 9: The persistence flow. POST
/classify computes a prediction with
classify_batch, the handler maps
the result through the Prediction

SQLAlchemy model, and a row lands
in the predictions table in PostgreSQL
before the response goes out.Why persist at all? A response that vanishes the moment it is

sent is a response that cannot be counted, compared, or queried. A
database makes the prediction permanent: Every drawing becomes
a row, the class label becomes a column, the confidence becomes
another, and the model version becomes a third.

Beyond this course, the same table is where production teams
build retraining datasets, let users correct wrong predictions for
labelled data, and detect distribution drift. We do not do any of those
here, but it is trivial to see how every one of them starts with having
the database.
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Hands On Experience

Consider this scenario: A teammate asks how confident the
model has been on average across the last hundred predictions. You
realise nobody can answer that question. The API returned the con-
fidence to every caller, but nothing recorded it. The only way back to
those numbers is to ask the users to draw their digits again, which
is not an option. In an increasingly data-driven world, data defines
your product, your moat, and your competitive advantage. Not hav-
ing the data is like throwing away your most valuable asset, and
until someone comes up with a solution for time-travel, it’s a non-
recoverable loss.

The schema is a contract, the same way the API contract is
a contract. Get it right and every later question, distribution per
digit, average confidence per model version, error rate over time,
becomes a query. Get it wrong and you find out later, with a hundred
thousand rows already written, that the column you need does not
exist. Schemas evolve through migrations, which we cover at the end
of the block as an optional path.

Designing schemas is its own dis-
cipline. We design the predictions

table once and keep it that way for the
mainline of the course. The optional
Alembic exercise at the end lets you
feel the cycle of design, deploy, regret,
migrate on a real database.

This sixth block introduces persistence for PixelWise. By the end
you will have

• written your first SQL queries against a PostgreSQL database,

• modelled the predictions table as a SQLAlchemy class,

• wired POST /classify so every prediction becomes a row,

• replaced the GET /results stub with a real query,

• configured database credentials through .env,

• and, optionally, run your first schema migration with Alembic.
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Optional Exercise: Catch Up to v0.4

Tag map. v0.4 marks the end of
Block 5, v0.5 will mark the end of this
block. Browse the full set at https://
github.com/schutera/pixelwise/tags.

Catching up via tag. This catch-up extends the one in Block 5. If
you have not done that one, do it first: It lands you at v0.3, the end-
of-Block 4 state. The exercise here picks up from there and rewinds
to v0.4, the end-of-Block 5 state, with the FastAPI service exposing
POST /classify and GET /health, API key authentication, basic rate
limiting, and a systemd-supervised uvicorn running on prod.

Both VMs this time. Block 5 ended with the service actually
running on prod, so unlike the previous catch-up, this one brings
both machines up to v0.4. The Git-tracked changes since v0.3

include app/main.py, deploy/pixelwise.service, an extended
setup-server.sh that installs the systemd unit on prod, an updated
requirements.txt adding fastapi, uvicorn, slowapi, and pydantic,
and a refreshed .env.example with SECRET_API_KEY. The local .env
on prod needs the new key written by hand; setup-server.sh then
pulls the model, copies the unit, enables, and restarts the service in
one shot.

Sequence on dev.

cd ~/pixelwise

git fetch origin --tags

git reset --hard v0.4

cp .env.example .env

nano .env

source .venv/bin/activate

pip install -r requirements.txt

bash setup-server.sh

Edit .env to set SECRET_API_KEY to
any string of your choosing; openssl
rand -hex 32 prints a clean random
value if you want one. If you already
have a .env from earlier work, skip
the cp and just edit the file in place. If
.venv/ is missing, run python3 -m venv

.venv before the source step.

Run the catch-up on dev. Rewind the repository to v0.4, refresh
.env from the updated example and edit it to set SECRET_API_KEY, re-
install pinned dependencies if your virtual environment was wiped,
then run setup-server.sh to pull the model artefact. The exact com-
mands are in the margin.

Sequence on prod.

ssh produser@192.168.56.11

cd /opt/pixelwise

git fetch origin --tags

git reset --hard v0.4

cp .env.example .env

nano .env

source .venv/bin/activate

pip install -r requirements.txt

bash setup-server.sh

Use the same SECRET_API_KEY value
as on dev. If you already have a .env

on prod, skip the cp and edit the
file in place. Then from dev: curl
http://192.168.56.11:8000/health

should return {"status":"ok"...}.

Run the catch-up on prod. Same sequence on prod, where
setup-server.sh also copies the systemd unit into place and restarts
the service. After the script finishes, verify the API is reachable from
dev.

You are ready player one.

https://github.com/schutera/pixelwise/tags
https://github.com/schutera/pixelwise/tags


96 full stack handwerk prof. dr.-ing. mark schutera

Relational Databases and SQL

A relational database stores data in tables. Each table has
a fixed schema: a list of named columns, each with a type. Each row
is a single record. The schema is the contract that every record must
follow; the database refuses inserts or queries that violate it.

Vocabulary to keep straight. A
table is a named set of rows; a row
is one record; a column is a named
field with a type; a primary key is
the column or columns that uniquely
identify each row. Most tables use an
auto-incrementing integer or a UUID as
their key.

id prediction confidence model_version
1 7 0.94 v1

2 3 0.81 v1

3 5 0.99 v1

Structured Query Language (SQL) is the language you use to
talk to a relational database. The database is a single file, there is no
server to install, no users, no network configuration. For a single-
developer prototype or a desktop application, this is exactly what
you want. Four operations cover almost everything:

What you will meet later.

• JOIN combines rows from multiple
tables.

• UPDATE adjusts existing values
without changing the schema.

• GROUP BY, COUNT, and AVG aggregate.

• ORDER BY and LIMIT shape the
output.

• CREATE INDEX speeds up queries that
scan large tables.

The full treatment belongs in a dedi-
cated database course; the four opera-
tions above are enough to get PixelWise
running.

-- Insert a row

INSERT INTO predictions (prediction, confidence,

model_version)

VALUES ('7', 0.94, 'v1');

-- Read rows

SELECT prediction, confidence FROM predictions

WHERE model_version = 'v1'

ORDER BY created_at DESC

LIMIT 10;

-- Delete a row

DELETE FROM predictions WHERE id = 42;

PostgreSQL for Production

Where SQLite stops short? SQLite
has no user authentication, no pass-
word protection, and limited concur-
rency - due to file locking.

PostgreSQL is a production database. It runs as a separate
process, accepts connections over the network, has real users with
real permissions, and supports concurrent reads and writes without
serialising the whole file. psql is the command line client. PostgreSQL: https://www.postgresql.

org/

SQLite: https://www.sqlite.org/
Why a dedicated user? Least Privilege The postgres supe-
ruser can drop any database, create any user, and read any table.
A dedicated pixelwise user can only do what its privileges allow,
which by default is read and write its own tables. The principle is
the same as the non-root produser on your server. You provision a
pixelwise role and a pixelwise database owned by that role inside
PostgreSQL, then verify the credentials with psql before any Python
is involved.

https://www.postgresql.org/
https://www.postgresql.org/
https://www.sqlite.org/
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Exercise: PostgreSQL on the Server

While you could set things up manually on prod, it is a
best practice to automate every step of the server configuration
through setup-server.sh; you edit it on dev, commit, push, and
bash setup-server.sh carries the work on both VMs. The one man-
ual step is writing the secret DB_PASSWORD into the local .env on each
VM, since secrets never travel through git. Provisioning on dev too
means you can write models.py, run init_db.py, and inspect rows
with psql without ever ssh’ing to prod.

Extend setup-server.sh on dev. Add postgresql to the apt

install line, then append a stanza that provisions the pixelwise role
and database wherever .env is present:

cd ~/pixelwise

nano setup-server.sh

Why set -a? set -a tells bash to
export every variable defined from now
on. source .env reads the file as shell
commands, so the assignments happen
in the current shell. set +a turns the
auto-export back off. The same pattern
lets a script load .env before running
anything that depends on it.

Idempotent by design. Each psql

-tAc probe asks PostgreSQL whether
the role or database already exists; the
|| short-circuits the create when the
answer is yes. Run the script ten times,
the role and database are still there
exactly once. SCRIPT_DIR resolves to
whichever checkout invoked the script,
so the same stanza runs on dev and
prod; the systemd block from Block 5

stays gated behind id produser since
the service only ever runs on prod.

Resolve the script directory at the top. Add this line to
setup-server.sh right after the shebang, so every later stanza can
locate the repo root regardless of the caller’s working directory:

SCRIPT_DIR="$(cd "$(dirname "${BASH_SOURCE[0]}")" \

&& pwd)"

Append the provisioning stanza after the systemd block:

# Provision the pixelwise role and database on every VM

if command -v psql >/dev/null 2>&1 && \

[ -f "$SCRIPT_DIR/.env" ]; then

set -a; source "$SCRIPT_DIR/.env"; set +a

sudo -u postgres psql -tAc \

"SELECT 1 FROM pg_roles WHERE rolname='pixelwise'" \

| grep -q 1 || \

sudo -u postgres psql -c \

"CREATE USER pixelwise \

WITH PASSWORD '$DB_PASSWORD';"

sudo -u postgres psql -tAc \

"SELECT 1 FROM pg_database WHERE datname='pixelwise'" \

| grep -q 1 || \

sudo -u postgres createdb -O pixelwise pixelwise

fi
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Document the new secret in .env.example on dev, then commit
and push:

echo "DB_PASSWORD=" >> .env.example

git add setup-server.sh .env.example

git commit -m "Provision PostgreSQL"

git push

Apply on dev first. Write the password into your local .env and
run the script:

echo "DB_PASSWORD=database" >> .env

bash setup-server.sh

Did it take on dev?

psql -U pixelwise -d pixelwise -h

localhost

Enter the password from .env. A
pixelwise=> prompt means the role
exists, the database is yours, and the
password matches. If the connection is
refused, re-read the script output before
moving on to prod.

Wipe and start fresh. The pro-
visioning stanza skips creation when
the role or database already exists, so
editing DB_PASSWORD after a first run
does not propagate. If psql rejects the
password or reports a missing database,
drop both and re-run:

sudo -u postgres dropdb pixelwise

sudo -u postgres dropuser

pixelwise

bash setup-server.sh

Repeat on prod. Same shape, plus the git pull to bring in the
committed script:

ssh produser@192.168.56.11

cd /opt/pixelwise

git pull

echo "DB_PASSWORD=database" >> .env

bash setup-server.sh

The first run on each VM installs postgresql and provisions the
pixelwise role and database; subsequent runs change nothing be-
cause the provisioning stanza is idempotent.

Verify the connection on prod with the application user:

psql -U pixelwise -d pixelwise -h localhost

What each flag does.

• -U pixelwise selects the role to log
in as.

• -d pixelwise selects the database to
connect to.

• -h localhost forces a TCP con-
nection to the local machine, which
makes psql prompt for the pass-
word from .env instead of trusting
the Unix socket’s peer authentica-
tion on the postgres system user.

Role and database share a name.
The setup script creates both:

• A role pixelwise with a password.

• A database pixelwise owned by
that role.

PostgreSQL keeps roles and databases
as independent objects, so the matching
names are a readability convention, not
a requirement; the application could
just as well live in a database called
predictions owned by a role called
api.

pixelwise=> prompt means the role and database are wired up.
If psql fails to connect, fix the credentials before going any further.
A working psql is the foundation of everything the rest of the block
builds on. If it worked you know
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SQLAlchemy: Tables as Python Classes

SQLAlchemy is a Python library that maps database tables
to Python classes. You define a Prediction class with fields like
prediction, model_version, and created_at; SQLAlchemy generates
the SQL to create the table, insert rows, and query data. This is called
an ORM, an object-relational mapper, and is standard in Python web
development. SQLAlchemy:

https://www.sqlalchemy.org/

SQLAlchemy Tutorial:
https://docs.sqlalchemy.org/en/

20/tutorial/

Python is ergonomics. Two reasons, why choosing to use an
ORM: Writing Python is faster than writing string SQL, and the ed-
itor knows the field names. The second is safety: SQLAlchemy uses
parameterised queries by default, so user input never ends up con-
catenated into a SQL statement. SQL injection becomes a footgun the
framework refuses to hand you.

An engine and a session are the runtime objects that connect
the model to the database. create_engine reads the DATABASE_URL

from the environment and opens a pool of connections; sessionmaker
returns a SessionLocal factory the handlers call once per request;
Base.metadata.create_all(engine) creates the table on first run.

The connection

string is a single URL:
postgresql://user:pass@host/dbname.
It encodes everything the driver needs
to reach the database, and it lives in
.env for access restrictions and security.
A leaked DATABASE_URL is a leaked
database.

https://www.sqlalchemy.org/
https://docs.sqlalchemy.org/en/20/tutorial/
https://docs.sqlalchemy.org/en/20/tutorial/
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Exercise: The Prediction Model

Install the driver and the ORM on dev into the virtual envi-
ronment, then pin the new packages to requirements.txt so prod

picks them up on the next deploy.
Install.

cd ~/pixelwise

source .venv/bin/activate

pip install sqlalchemy

psycopg2-binary

pip freeze > requirements.txt

Write app/models.py on dev with the schema for one prediction,
the class label, the confidence, and the model version:

Three columns plus bookkeep-
ing. prediction, confidence, and
model_version carry the answer; id
and created_at are bookkeeping the
database fills in for you. Every later
question, distribution per digit, average
confidence per model version, error rate
over time, lives in this table.

from sqlalchemy import (Column, Integer, String,

Float, DateTime)

from sqlalchemy.orm import declarative_base

from datetime import datetime

Base = declarative_base()

class Prediction(Base):
__tablename__ = "predictions"

id = Column(Integer, primary_key=True)

prediction = Column(String, nullable=False)

confidence = Column(Float, nullable=False)

model_version = Column(String, nullable=False)

created_at = Column(DateTime,

default=datetime.utcnow)

Document DATABASE_URL in ~/pixelwise/.env.example on dev,
and add the same line to your local .env on both VMs so the engine
can find the database. The URL interpolates DB_PASSWORD from the
same file, so the secret lives in one place:

DATABASE_URL=postgresql://pixelwise:${DB_PASSWORD}@localhost/pixelwise

Create the table once from a small initialisation script saved as
init_db.py at the repository root on dev:

from sqlalchemy import create_engine

from app.models import Base

import os

from dotenv import load_dotenv

load_dotenv()

engine = create_engine(os.getenv("DATABASE_URL"))

Base.metadata.create_all(engine)

Initialise the schema. by running
python init_db.py on dev.
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Commit and deploy. Stage the new and changed files on dev,
push, and on each VM install the pinned dependencies and run
python init_db.py to create the schema. Then confirm with psql

that the predictions table is listed:

psql -U pixelwise -d pixelwise -h localhost -c "\dt"

Commit and deploy.

On dev:
git add app/models.py init_db.py

requirements.txt .env.example

git commit -m "Add Prediction

model"

git push

source .venv/bin/activate

python init_db.py

On prod:
cd /opt/pixelwise && git pull

source .venv/bin/activate

pip install -r requirements.txt

python init_db.py

Optional: One-shot deploy. Make
bash setup-server.sh also install
pinned dependencies and create the
schema by appending two stanzas after
the Postgres provisioning block:

if [ -d "$SCRIPT_DIR/.venv" ] &&

[ -f

"$SCRIPT_DIR/requirements.txt"

]; then

source

"$SCRIPT_DIR/.venv/bin/activate"

pip install -r

"$SCRIPT_DIR/requirements.txt"

fi

if [ -f "$SCRIPT_DIR/init_db.py"

]; then

(cd "$SCRIPT_DIR" && python

init_db.py)

fi

Keep the order: The init stanza relies
on the venv the first stanza activates.
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Exercise: Wiring the API to the Database

The database is ready. Let’s make the API populate it with real
data.

Edit app/main.py on dev so POST /classify writes a row before
returning the response, and GET /results returns real rows instead
of the current scaffold. The change lands in three pieces: Two new
imports at the top of the file, an addition to the classify handler, and
a real body for results.

Two new imports. Prediction
is the row class you defined in
app/models.py; SessionLocal is the
session factory built from the engine.
Add the line at the top of main.py next
to the existing imports.

from app.models import Prediction, SessionLocal

Classify now writes a row. The
decorators and signature from Block 5

stay untouched. The body picks up one
new intermediate, result, so the same
dict can be persisted and returned,
then a five-line session block that
opens a SessionLocal, adds the new
Prediction, commits, and closes.

A session is the unit of database work:
Open it at the start of the handler, close
it at the end. FastAPI documents a
more elegant variant through Depends;
the manual version here is the simplest
one that shows what is happening. The
returned result dict is unchanged, so
the response body stays identical to the
contract we defined in Block 5.

@app.post("/classify",

response_model=ClassifyResponse,

dependencies=[Depends(verify_api_key)])

@limiter.limit("30/minute")

def classify(request: Request,

req: ClassifyRequest):

arr = np.array(req.pixels,

dtype=np.uint8)[np.newaxis]

result = classify_batch(arr)[0]

db = SessionLocal()

db.add(Prediction(

prediction=result["prediction"],

confidence=result["confidence"],

model_version="v1"))

db.commit()

db.close()

return result

Results runs one query. It pulls the
twenty newest rows from predictions,
ordered by created_at descending, and
shapes each row into the JSON object
the frontend will expect in the next
block. The Block 5 stub that returned an
empty list is gone.

@app.get("/results")

def results():

db = SessionLocal()

rows = (db.query(Prediction)

.order_by(Prediction.created_at.desc())

.limit(20).all())

db.close()

return {"results": [

{"id": r.id,

"prediction": r.prediction,
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"confidence": r.confidence,

"model_version": r.model_version,

"created_at": r.created_at.isoformat()}

for r in rows]}

Restart the service. On dev the running uvicorn --reload picks
up the new code on save. On prod restart through systemd so the
unit re-reads app/main.py:

sudo systemctl restart pixelwise # prod only

Smoke test the wiring with one unauthenticated GET /results

call. An empty table is exactly what you want here: A successful
response with an empty list proves the engine opened, the session
works, the query ran, and the JSON shape is right. Any of those
broken and the call returns a 500, not an empty list:

# on dev, against the local uvicorn

curl -s http://localhost:8000/results \

| python3 -m json.tool

# on dev, against prod via the API gateway

curl -s http://192.168.56.11:8000/results \

| python3 -m json.tool

Commit and tag v0.5.

git add app/main.py app/models.py

init_db.py requirements.txt

.env.example

git commit -m "Add PostgreSQL

persistence"

git tag v0.5

git push --follow-tags

Stage on dev, commit with a message
that names the change, tag the result,
and push both the commit and the tag
in one shot.

Optional: Feed it payload. So far
our flow has never been hit by real
digit drawings, and on that note testing
really came short. Build a 28-by-28 zero
payload once, perhaps wrapped in a
probe_init.py, then use it to test the
API and the database.
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Optional Exercise: First Migration with Alembic

Schemas always change. You design the table, deploy it, store 500

predictions. Then you realise you forgot a column. You cannot drop
the table and recreate it; those 500 rows are real data. You need a tool
that alters the live schema without losing them. This exercise is op-
tional: The mainline of the course does not depend on it, but running
it once gives you the feel of the migration cycle on a real database.
The example below adds a client_ip column for debugging, but any
new column works. Alembic: https://alembic.

sqlalchemy.org/

The metaphor. A migration is a
recipe that describes a change to the
schema and how to roll it back. The
migration tool keeps an internal log of
which migrations have run, applies new
ones in order, and refuses to run the
same one twice. The result is that the
schema in the database always matches
the migrations folder in Git.

Initialise Alembic on dev. Alembic is the migration tool for
SQLAlchemy; the cycle is init, revision --autogenerate, upgrade
head, run in that order. All file edits in this exercise happen on dev.
alembic init writes its scaffold into the current directory, so run
everything from the repository root:

cd ~/pixelwise

source .venv/bin/activate

pip install alembic

pip freeze > requirements.txt

alembic init alembic

The pip freeze step captures the new package in requirements.txt

so prod picks it up on the next deploy.
Edit alembic.ini so sqlalchemy.url reads from .env, and edit

alembic/env.py to import Base from app.models so autogenerate
sees your tables.

Read the generated config.
alembic init alembic writes a folder
of starter files. Skim them once before
you change anything; the structure is
small and the mental model becomes
obvious by reading the templates.

Add a new column to the model. In ~/pixelwise/app/models.py

on dev, add client_ip = Column(String) between the confidence

and model_version lines.

Generate the migration from the repository root on dev:

cd ~/pixelwise

alembic revision --autogenerate \

-m "add client_ip column"

Read the migration before

you run it. The generated script
lives in alembic/versions/. Open
it, confirm the only operation is
add_column("client_ip"), and only
then run upgrade head. A wrong mi-
gration on a populated table is much
harder to undo than to prevent.

Wire client_ip into the handler in ~/pixelwise/app/main.py

on dev. Request is already imported and request: Request is al-
ready a parameter on classify from the Block 5 rate limiter, so the
only change is one keyword argument in the Prediction(...) call:

https://alembic.sqlalchemy.org/
https://alembic.sqlalchemy.org/
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db.add(Prediction(

prediction=result["prediction"],

confidence=result["confidence"],

client_ip=request.client.host,

model_version="v1"))

Commit and deploy. On prod, order matters: Install the new
pinned dependency and apply the migration first, then run setup-server.sh.
setup-server.sh restarts the service with code that references the
new column, so if the migration has not run yet, the handler will try
to INSERT a column that does not exist in the database. From dev,
stage the changes and push:

cd ~/pixelwise

git add app/main.py app/models.py alembic/ \

alembic.ini requirements.txt

git commit -m "Add client_ip column via Alembic"

git push

Then on prod, pull, install the new dependency, run the migration,
and only then restart the service:

cd /opt/pixelwise

git pull

source .venv/bin/activate

pip install -r requirements.txt

alembic upgrade head

bash setup-server.sh

Verify on prod with psql:

psql -U pixelwise -d pixelwise -h localhost \

-c "SELECT prediction, client_ip

FROM predictions

ORDER BY created_at DESC LIMIT 5;"

Old rows show NULL for client_ip; new predictions store the
caller’s address now that the field is wired in. That gap is the visi-
ble signature of a migration: The column exists everywhere, but its
values populate only from the moment the new code shipped.
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Self-Reflection and Recap

Self-Reflection questions to guide your thoughts during and after
the exercises:

• Why do we store predictions in a database rather than just return-
ing them in the API response?

• What is the difference between dropping and recreating a table
versus running a migration?

• If you ran the optional Alembic exercise, why do old rows show
NULL for the new column while later rows carry a value?

• What happens if you store the database password directly in your
Python code instead of in .env?

• Why is a dedicated database user with minimal privileges better
than connecting as the superuser?

• How does the ORM make SQL injection harder, and where does
the protection break down?

Recap of key concepts:

• Relational databases store data in typed tables; SQL is the lan-
guage that queries and changes them.

• PostgreSQL is the production database for this course; SQLite is
too limited for a multi-user web service.

• SQLAlchemy maps tables to Python classes and uses parame-
terised queries by default.

• Migrations let schemas change without losing rows; Alembic gen-
erates and applies them.

• Database credentials live in .env, never in code; the application
user has minimal privileges.

Teaser. We classify, we store, we
query, but still no user can touch our
backend.

Bridge. The service classifies, stores, and queries, but the only way
in is curl with an API key on a non-standard port. No browser,
no URL, no human-friendly surface. This needs to change next we
put nginx in front of the FastAPI process, serves a small drawing
frontend over plain HTTP and HTTPS, and route browser traffic into
the same POST /classify and GET /results handlers you just wired
up. The database stays where it is; the prediction it stores will start
arriving from a canvas in a browser rather than a shell command.
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